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1.1. Introduction

The Firmware upgrade will upgrade higher or lower version of the current image in RPI target with the help of Xconf server and Local TFTP server.

This page dedicated to bringing up and validation of Firmware upgrade in R-Pi Zero.

1.2. Required Equipment

Raspberry Pi 0 Device

SD Card

Power Cable

OTG Cable

Standard USB keyboard

Mini HDMI connector

HDMI Cable

Television set/monitor with HDMI input

1.3. System Setup

blocked URL

Refer below link for RPI-0 Environment setup

RDK-C Environment Setup

1.4. Yocto Build Steps

Refer below link to build camera image

RDK-C Build Instructions for R-Pi

1.5. Image Flash Procedure

Image Flash step

$ sudo dd if="Imge Name" of ="Device Name" bs=4M

Exanpl e:
sudo dd if=rdk-generic-canera-inage_defaul t_20200130060729.rootfs. rpi-sdi ng of =/ dev/sdb bs=4M


https://ae01.alicdn.com/kf/HTB1Tw6Tc7fb_uJkSndVq6yBkpXaG.jpg
https://wiki.rdkcentral.com/display/RDK/RDK-C+Environment+Setup
#

1.6. Test Setup Block Diagram for RPI RDK-C Firmware Upgrade
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1.7. Firmware Upgrade Validation Procedure

1.7.1. TFTP Server Setup

STEP 1.

Install xinetd and tftpd-hpa application in your local PC to setup tftp server by using below command

TFTP Server Installation Step

sudo apt-get install xinetd
sudo apt-get install tftpd-hpa

STEP 2:

Create checksum file for your upgrading image.

md5sum checksum creation

md5sum " <i magefil e_nane>.rootfs.rpi-sding" > imagefil e_nane.txt

for Ex:

upgrading image file is rdk-generic-canera-image_defaul t _20200329074421. rootfs. rpi-sdi ng
nd5sum "r dk- generi c- caner a- i mage_def aul t _20200329074421. root fs. rpi -sdi ng" > rdk-generic-canera-
i mge_def aul t _20200329074421. t xt

STEP 3:

Create new folder for example "tfphome" in your PC home direcotry to maintain checksum file and upgrading image file.
Keep upgrading image file and checksum file in your created folder.

For Ex:

Keep rdk-generic-camera-image_default_20200329074421.rootfs.rpi-sdimg and rdk-generic-camera-image_default_20200329074421.txt files in your
tftphome folder.

STEP 4:



Check tftp file is there or not in /etc/xinetd.d/ directory. if it is not there then create tftp file under this /etc/xinetd.d/ direcotry and add below content.

vi /etc/xinetd.d/tftp

TFTP File Content

service tftp

{

prot ocol = udp

port = 69

socket _type = dgram

wai t = yes

user = nobody

server = /usr/sbin/in.tftpd
server_args =-c -v -s /honme/xyz/tftphone ( G ve upgrading file and checksumfile maintained directory )
di sabl e = no

}
STEP 5:

Verify /etc/default/tftpd-hpa file content

vi letc/default/tftpd-hpa

tftp-hpa File Content

# letc/defaul t/tftpd-hpa
TFTP_USERNAME="t f t p"
TFTP_DI RECTORY="/ hone/ xyz/tft phone" ( G ve upgrading file and checksumfile maintained directory )

TFTP_ADDRESS="0. 0. 0. 0: 69"
TFTP_OPTI ONS="- - secur e"

STEP 6:

Start tftp server and xinetd server

sudo service tftpd-hpa restart

sudo /etc/init.d/xinetd restar

1.7.2. XCONF Server Setup

1.7.2.1. XConf URL

Enter XConf server wiki page with below URL to create Environment,Model,Mac list,Firmware config,Firmware rule and Download Location Round Robin
Filter.

XConf URL

http://35.155.171. 121: 9093/ adm n/ ux

1.7.2.2. Create Environments
STEP 1.
Select Environments option within common list to enter Environments page.

After entered Environments page press create button to add your device environment detail.



w I

Application First G

Onf Common ~ Firmware - DCM ~ Telemetry - Settings ~ RFC ~ Tools ~ 05/29/2020
I IEER 01:51:15

&« c @ () 35.155.171.121

. Environments
E NVIFON Models q - 2 Export Al
MAC Lists
Id IP Lists Description Actions
AUSA-TEST Altice-USA Validation Test ys i "
AXD61AEI RT1319 P i 3
COGMATION_ENV Cogmation Test ys @i I

STEP 2:

Give ID and Description to setup Environment for your device and save that details in xconf server..

[ c @ () 35.155.171.121:¢ u W ([}
Application First C»
I Onf Commeon - Firmware - DCM ~ Telemetry - Settings ~ RFC ~ Tools ~ 05/29/2020

01:59:22
Environment

Id  RDK-C Test

Description | RDK-Camera

1.7.2.3. Create Model
STEP 1:
Select Models option within common list to enter Models page.

After entered Models page press create button to add your device model detail.

&« ¢ @ @ 35.155.171.121 a er= w I
Application First C»
I Onf Common ~ Firmware ~ DCM ~ Telemetry - Settings ~ RFC ~ Tools ~ 05/29/2020
02:00:19
. Environments
EnVIrOﬂ Models /1d . 2 Export Al
MAC Lists
Id IP Lists Description Actions
AUSA-TEST Altice-USA Validation Test Vs i *
AX061AEI RT1319 P il %
COGMATION_ENV Cogmation Test s i r

STEP 2:

Give ID and Description to setup Model for your device and save that details in xconf server..



&« ¢ @ @ 35.155.171.121:9093 o [\
l Application First G»
Onf Commeon - Firmware ~ DCM ~ Telemetry - Settings ~ RFC ~ Tools 05/28/2020
02:01:38
Id | RDK-C_Test
Description | RPI0|
Save Cancel
1.7.2.4. Create MAC List
STEP 1:
Select MAC Lists option within common list to enter MAC Lists page.
After entered MAC Lists page press create button to add your device MAC detail.
&« ¢ @ (@ 35.155.171.121:90 imin vdel/all?pageNumber=18pageSize=50 w [\
Application First C»
l Onf Commeon ~ Firmware ~ DCM ~ Telemetry - Settings ~ RFC ~ Tools ~ 05/29/2020
I[ER 02:02:41
Environments
MOdelS Models Search by Id - = Export All
MAC Lists
Id IP Lists Description Actions
AX061AEI 319 il &
COGMATION_BB Cogmation_BB_model ’ ii 3
EMULATOR RDKB Emu y i IS
STEP 2:
Give Name and Data to set MAC detail for your device and save that details in xconf server..
<« C o () 35.155.171.121:90 spacedlist/edit// AC_LIST w I
I App\icalion First C»
Onf Commen - Firmware - DCM ~ Telemetry = Settings - RFC ~ Tools 05/29/2020

Add MAC List

Name

RDK-C_Test

Data

se enter item

Save Cancel

02:07:13

Choose File




1.7.2.5. Create Firmware config

Ensure application type is stb. If the application type is xhome then change application into stb.
STEP 1:

Select Firmware Configs option within common list to enter Firmware Configs page.

After entered Firmware Configs page press create button to add your device firmware configuration detail.

&« c o @ 35.155.171.121:90 ninfux/#/name _LIST nber= g I
Application First C»

I Onf Common ~ Firmware DCM ~ Telemetry Settings ~ RFC ~ Tools ~ 05/29/2020

02:07:34

Firmware Configs

Mac Lists Firmware Rules - 2 Export All

Firmware Templates

Download Location Filter

Name
Percent Filter
@ | AUSA-Test LS W e &
Logs
@ | AXOB1AEI Report page ’ i ® &
@ | Cogmation_MAC Test page S T @ &
® | EMU-MAC 1 S W e &

STEP 2:

Give Description,File name ( Upgrading image name ),Version( Upgrading image name without .rootfs.rpi.sdimg) and select your model name and save
the details in xconf server.

&« ¢ @ (@ 35.155.171.121:90 ux/#/F g [\
Application First G
l Onf Common - Firmware ~ DCM ~ Telemetry = Settings ~ RFC ~ Tools 05/28/2020

st | [ 02:15:59
Firmware config

Description | RDK-C_Test
File name | rdk-generic-camera-image_default_20200329074421 rooffs.rpi-sdimg

Version = rdk-generic-camera-image_default_20200329074421

Models:
AX061AEI || COGMATION_BB || EMULATOR | EMULATOR1 | MOCKRT1319_TEST TEST | i} QeRI=s10

RDKB-TECHSUMMIT || RDKB_RPI || RPI || RPIO || RPI_BB || TESTCPE

1.7.2.6. Create Firmware Rule

STEP 1:
Select Firmware Rule option within common list to enter Firmware Rule page.

After entered Firmware Rule page press create button to add your device firmware Rule detail.



&« c @ 35.155.171.121 [\

Application First G

05/20/2020
s 02:16:54

I Onf Commen - Firmware ~ DCM ~ Telemetry - Settings ~ RFC ~ Tools ~

Firmware Configs

Firmware Con Firmware Rules irch by Mode - 3 Export All

Firmware Templates

Description Download Location Filter Supported Models Actions
® Cogmation_confiy  Percent Filter broadband-image_default_20200406103506.txt COGMATION_BB slall &
CPE Logs TESTCPE
Irmaware 3 =
® Report page s m i
® emulator_firmwar Test page 1¥YB_default_20200416061502 EMULATOR1 7 @ X
® Firmware_Camera rdk-generic-camera-image_default_20200527100029 RPIO s & s
STEP 2:
After entered firmware Rule page you can see list of template.
Choose MAC_RULE in this list of Template to add your device MAC list in Firmware Configuration.
&« c o 35.155.171.121:¢ ux/#/ I
Application First C»
l onf Commaon ~ Firmware ~ DCM ~ Telemetry ~ Settings ~ RFC ~ Tools ~ b 05/29/2020
S

M 02:22:05

Add Firmware Rule

Please Select a Template
ENV_MODEL RULE
IP RULE
IV_RULE
MAC_RULE

MIN_CHECK_RULE

STEP 3:

After entered Firmware Rule page.If any estbmac if there under build condition then remove that estmac before add your device specific Firmware rules.




< c o 35.155.171.121:9093/admin/ux/#/Firmwareconfig/all [\

Application First G

05/29/2020

I Onf Common ~ Firmware ~ DCM ~ Telemetry ~ Settings ~ RFC ~ Tools ~
s~} g 02:22:05

Add Firmware Rule

PROPERTIES

Name | RDK-C_Test Type = MAC_RULE

BUILD CONDITIONS

L N

ot eStbMac IN_LIST j )
J

Please provide value for each condition in the rule:
click condition, enter fixedArg value, then click Plus button to save that condition
Note: Key value in condition can't be modified. Its not allowed to add new conditions.

STEP 4:
Add your device specific eStbMac under build condition option.

Select your firmware config under Action option and save your Firmware rule in XConf server.



« (] O & 351551711219 dimin fus/e/Tirmwarerulefaddfm e @ o W D& =

Fist @
05/2H2020

'ImUE:ZO:EE

I onf Common - Firmware DCM -~ Telemstry - Sattings - RFC - Tools -

Add Firmware Rule
PROPERTIES

Name | RDK-C_Test Type  MAC_RULE

BUILD CONDITIONS

eSlbMac  IN LEST RDK-C Tesl

AND | OR | not 15 j +
A

o A

mviche value for each

g val

k Plus buttan

Miaba: Key value in condiion canl b

ACTION

Action Type  AULE
NoOp  false

Firrrware Conlig Cogmalion_contig 'I

1.7.2.7. Edit Download Location Round Robin Filter
STEP 1:
Select Download Location Filter option within common list to enter Download Location Filter page.

After entered Download Location Filter page press create button to add your Download Location detail.



™

dminfux/#/firmwareconfig/a iy

Application First C»
xo nf Common ~ Firmware ~ DCM ~ Telemetry ~ Settings ~ BFC - Tools = .

sb 02:24:45

&« c o 35.155.171.121:90¢

Firmware Configs

Firmware RUI' Firmware Rules trch by Name - 2 Export Al ~

Firmware Templates

Rule Actions 1\ Download Location Fiter ©  Blocking Filters (0] Template: j

Percent Filter

Name Logs Rule Targeted Models Configuration
Report page
® Cogmation_BB ‘ogmation MAC COGMATION_BB Cogmation_config Vv il
Test page _—/)
&
® Deepthi_test eStoMac 1S 532?:55:15:07:55) m RDKV_test |
&

STEP 2:
After entered Download Location Round Robin filter press edit button to edit your image downloading details.
Enable Never use HTTP and select your Rongue model.

Give TFTP server running IP address to download image.



« c @ @ | & 35.155.171.121:0093/adminfux/#//roundrobinfilter/edit . g i O ®
Application First L+
I an Common - Firmwara - DCM - Telemeatry - Seftinge = RFC - Tools - 05292020
st j 3 02:27:26

Download Location Round Robin Filter

HTTP

Location (FQOM): | www.myfirmasars com

Location (full HTTP locaiton)  hitp2/myfirmara.com

MNever use HTTP: [% (if this box is checked TFTP location will always be used no matter what the STR sends)

Rogue models:
Axnﬁ1nF|| COGMATION BB || EMULATOR | EMULATOR || MOCKRT1319 TEST TEST | [l Sl |HDKR-TFCHSUMMI"

ROKE RPI EEU HEEJ RFl BB || TESTCPE

Firmware versions

TFTP

IPv4 locations:

IPv6 locations:

o

182.188.0.107 100

1.7.2.8. Verify XConf server configuration
Verify that XConf Server configuration displays the Json response from the mentioned URL:
http://<Xconf Server IP:port no.>/xconf/swu/stb?eStbMac=<MAC address of Rpi board>

For Ex: http://35.155.171.121:9092/xconf/swu/stb?eStbMac=B8:27:EB:2E:72:2B

C @

RawData Headers

(&) ® 35.155.171.121:9092/xconf/swu/stb?eStbMac=B8:27:EB:2E:72:
JS0M
Save Copy Collapse all Expand all

firmwareDownloadProtocol: "tftp"

w firmwareFilename:
firmwareLocation:
firmwareVersion:
rebootImmediately:

"rdk-generic-camera-image default 2020032907442Z1.rootfs.rpi-sdimg”
"192.16&.1.102"

"rdk-generic-camera-image default 20200329074421"

false

1.7.3. RPI-Board



http://35.155.171.121:9092/xconf/swu/stb?eStbMac=B8:27:EB:2E:72:2B

O WN |

© ~

. Flash the RDKC image supported for Firmware upgrade feature in the Rpi and verify the 2 partitions(ex. mmcblkOp1, mmcblkOp2) present under

dev folder (use command Is /dev)

. Device auto-reboots and verify there are 2 more additional partitions are created (ex. mmcblkOp3, mmcblkOp4).

. Open /etc/include.properties file and verify the CLOUDURL parameter where XConf Server URL is configured

. Verify the image version ( cat /version.txt) displays the flashed image version

. Open /rdklogs/logs/swupdate.log to verify the communication from RPI board with XConf Server and the download status

. Verify the tftp download is happening by noticing the change of file size using below command: Is /extblock/tftpimage/imagedwnldls -sh (use this

command frequently to verify the file size change)

. Once image download completed, the Rpi board will auto reboot and come up with downloaded image

Verify the version of booted image which shows the downloaded image version

1.8. Conclusion

Please find the summary on firmware upgrade explained above

Note :

Build the image RDK-C Image.

Ensure 8GB sd-card is available for flashing

Flash the build image to sd-card

Setup xconf server ready with rules and download location for RPI device
Place the upgrading image and checksum file in tftp server

Boot the flashed image

1. RPI will go for reboot while booting for the first time, since two more partition needs to be created which requires reboot. Depends on the image present
in xconf and RPI, further reboot will happen for upgrade. Please refer to design (Firmware Upgrade Support in R-Pi - RDK Camera - Design - M5 - 2020)
for how firmware upgrade works with bank switching

2. SD card should be zero filled formatted before starting the firmware upgrade procedure. DriveWipe software is used for this. Please refer the you-tube
video link for the SD card full format process.

https://lyoutu.be/CZhsVBEMYuk

1.9. Limitations

RPI will support only tftp protocol . No http protocol support is provided yet.


https://wiki.rdkcentral.com/display/RDK/Firmware+Upgrade+Support+in+R-Pi+-+RDK+Camera+-+Design+-+M5+-+2020
https://youtu.be/CZhsVBEMYuk
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