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Introduction

® This document describes the bring-up of RdkFwUpgradeManager in RPI RDK Broadband devices for firmware upgrade by using HTTP protocol.
® Downloaded firmware from local/public http server with support of http protocol.

Build procedure to generate R-Pi image with Firmware upgrade

Please refer the below link for host environment set-up & flashing procedure for yocto build ,
Dunfell :

RPI 3B/3B+ Model Reference Platform

Repo Steps

To build, follow below instructions

Dunfell Build

Dunfell Build

$ nkdir <workspace dir>

$ cd <workspace dir>

$ repo init -u https://code.rdkcentral.comr/ manifests -b dunfell -mrdkb-extsrc.xm
$ repo sync -j nproc’ --no-clone-bundle

Image Generation Steps


https://wiki.rdkcentral.com/pages/viewpage.action?pageId=130090892

Build steps

$ MACHI NE=r aspberrypi - r dk- br oadband source net a-cnf-raspberrypi/setup-environnment

$ bitbake rdk-generic-broadband-i nage

Overall Architecture

Following diagram depicts the flow of control among the components,

|

hal-fwupgrade

TR-181 Data Model Parameters

S. DM Value
NO
1 Device.Devicelnfo.X_RDKCENTRAL- http://192.168.0.8
COM_FirmwareDownloadURL
2 Device.Devicelnfo.X_RDKCENTRAL- http
COM_FirmwareDownloadProtocol
3 Device.Devicelnfo.X_RDKCENTRAL- rdkb-generic-broadband-image_rdk-
COM_FirmwareToDownload next_20210525055548.rootfs.wic
4 Device.Devicelnfo.X_RDKCENTRAL- Completed

COM_FirmwareDownloadStatus

5 Device.Devicelnfo.X_RDKCENTRAL- True
COM_FirmwareDownloadNow

Pre-requisites - |

Flashing the image

Description

Value should be local/public http server url

Value should be auto-generated based on above parameter Input
Value should be Firmware Image Name .

Note: This API does not reboot the device.

Returns the current state of the Firmware Download operation.
Downloads and upgrades the firmware. The firmware is updated in
the passive bank and marks it as active.

Reboots the device and the device boots up with the active bank
and updated firmware.


http://192.168.0.8

@ sd-card size requisite

It is must to have minimal size of 8GB SD-Card for Firmware upgrade support

Command to flash the image

Generated image has to be flashed to an SD card using this command in local PC:

$ bzip2 -d <path to | mageNane. wic. bz2>
$ sudo -E brmapt ool copy --nobmap <path to | mageNanme.w c> <path to SD card space>

Ex:

$ bzi p2 -d rdk-generic-broadband-i mage-raspberrypi-rdk-broadband. wi c. bz2
$ sudo -E brmapt ool copy --nobmap rdk-generic-broadband-i nage-raspberrypi-rdk-broadband. wi ¢ /dev/sdb

The SD card is inserted to the Raspberry Pi board and booted to check for containers created.

The Raspberry Pi board is connected to the PC via a USB to serial converter and the logs can be checked in console or can be connected via HDMI cable
to a TV and logs will be shown in the terminal

Increasing the rootfs partition size in SD-CARD if Flashed for first time

It is necessary to have partizion size matching to RDKB image size ( especially rootfs ).

To make compatible, size of RDKB rootfs partition should be increased to 5 GB ( 5098 MB) from 300MB default
This resize can be achieved using gparted ui tool which should be available in host pc

Here , example we given as 2GB.

@ gparted tool Install and usage
sudo apt-get install gparted

https://gparted.org/display-doc.php%3Fname%3Dmoving-space-between-partitions

Please resize the rootfs partition to 2098 MB or 2GB (/dev/sdb1l) accordingly from below procedure as captured in various stages

1. Select gparted tool from menu


https://gparted.org/display-doc.php%3Fname%3Dmoving-space-between-partitions
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2. Select the rootfs partition of format ext3 for resize/move option



/dev/sdb - GParted
GParted Edit View Device Partition Help

O 8 & v [2]/dev/sdb  (3.69GiB) *

unallocated
3.41 GiB

Partition File System Mount Point  Label Size Used Unused Flags

unallocated unallocated 4.00 MiB — —
Jdev/sdb1 & M fat16 /mediafd... raspberrypi 40.00 MiB 2486 MiB  15.14 MiB boot, lba

dev/sdb2 & I ext3 media/d... FAAANRKED. 404 ARG 50 46 MiB
/

unallocated unallocated

>l Resize/Move

Unmounk

Manage Flags

0 operations pending

i Information

3. Resize the rootfs partition by giving new size image to 2098 MiB



kJ /dev/sdb - GParted - + X
GParted Edit View Device Partition Help

Resize /dev/sdb2

Partition
[devfsdb1 \iB boot, lba
/dev/sdb2 j Minimum size: 244 MiB Maximum size: 3738 MiB g

unallocated Free space preceding (MiB): 0 - -—

New size (MiB): 2093| .

Align to: MiB =

| X Cancel || 3 Resize |

0 operations pending

4. After resize , position stands as below



/dev/sdb - GParted
GParted Edit View Device Partition Help

@ 3 hE & v deev,fsdb (3.69GiB) *

Jdev/sdb2
2.05GiB

Partition File System Mount Point Label Size Used Unused Flags
unallocated [ unallocated 4.00 MiB - -
/dev/sdb1 & M fat16 /media/d... raspberrypi  40.00 MiB 24.86 MiB  15.14 MiB boot, lba
/dev/sdbz & M ext3 /media/d... 2.05GiB  184.54 MiB 1.87 GiB
unallocated unallocated 1.60 GiB — —

>l Grow /dev/sdb2 from 244.00 MiB to 2.05 GiB

1 operation pending

5.After modifying size, "Apply all operations" using tick symbol in Ul which displays icon as below



=

GParted Edit View Device Partition Help

>l & v [E]/dev/sdb  (3.69GiB) :
Jdev/sdb2 unallocated
2.05GiB ’ 1.60 GiB
Partition File System Mount Point Label Size Used Unused Flags
unallocated B soallosobond — = - * a” s =
/dev/sdb1 ﬁ S B LR AL s liB boot, Iba
/dev/sdb2 Are you sure you want to apply the pending operations? }iB
unallocated -

Editing partitions has the potential to cause LOSS of DATA.
You are advised to backup your data before proceeding.

| X Cancel | | ¥ Apply

2l Grow fdev/sdb2 from 244.00 MiB to 2.05 GiB

1 operation pending

6. After giving "Apply icon" position stands as below



k]

GParted Edit View Device Partition Help

[Z]/dev/sdb  (3.69GiB) :

Jdev/sdb2 unallocated
2.05GiB 1.60 GiB

@ Applying pending operations
Depending on the number and type of operations this might take a long time.

Grow J/dev/sdb2 From 244.00 MiB to 2.05 GiB

resize2fs -p ‘Ydev/sdb2’

Completed Operations:

0 of 1 operations completed

P | Details

1 operation pending

7. After resizing is completed



/dev/sdb - GParted - + X
GParted Edit View Device Partition Help

NI D E &« v [El/devisdb  (3.69Gip) 2

Jdev/sdb2
2.05 GiB

Parti Applying pending operations -+ X |

ung pepending on the number and type of operations this might take a long time.
J/ds s
/dg Completed Operations:

una All operations successfully completed

> Details

G Save Details J I X Close |

1 operation pending

8. After applying close size increased to 2 GB can be seen



= /dev/sdb - GParted - + x
GParted Edit View Device Partition Help

M B & v [E]/dev/sdb  (3.69GiB) :
Jdev/sdb2 unallocated
2.05GiB 1.60 GiB
Partition File System Mount Point Label Size Used Unused Flags
unallocated unallocated 4.00 MiB - -
/dev/sdb1 & I fat16 /media/d... raspberrypi  40.00 MiB 24.86 MiB  15.14MIB boot, lba
Jdev/sdb2 & Il ext3 /media/d... 2.05GiB 24310 MiB 1.81GiB
unallocated unallocated 1.60 GiB - -

0 operations pending

Local Apache2 server set up

Server Set-up

1. Install the apache?2 http server in local pc
2. place the rpi image in document root directory.

HTTP Location folder

Verify that rpi image file is present in the http folder. Here , document root directory as "/var/www/html"

Local Http server Document root path

keert hana@eert hana- | NVALI D: / var / www/ ht Ml $ pwd

[ var/ ww/ ht m

keert hana@eert hana- | NVALI D: / var/ ww/ html $ |'s -1h rdkb-generi c- broadband-i mage_r dk- next _20210813104338.root fs.
wic

-rwr--r-- 1 root root 316M Aug 13 17:29 rdkb-generi c-broadband-i nmage_r dk- next _20210813104338.rootfs.w c

keert hana@eer t hana-1 NVALI D: / var / ww/ ht m $

Pre-requisites - Il

Please check the below commands to verify the Fwupgrade Manager is running or not in rpi device,



systemd service

root @RaspberryPi - Gat eway: ~# systentt| status RdkFwUpgradeManager
RdkFwUpgr adeManager . servi ce - Firmware Upgrade Manager service
Loaded: |oaded (/1ib/systend/ system RdkFwUpgr adeManager . servi ce; enabl ed; vendor preset: enabl ed)
Active: active (running) since Fri 2021-08-13 13:20:04 UTC, 6 days ago
Process: 696 ExecStart=/usr/bin/fwpgradenanager -subsys $Subsys (code=exited, status=0/SUCCESS)
Main PID: 701 (fwupgradenmanage)
Tasks: 4 (limt: 830)
CGroup: /system slice/ RdkFwUpgr adeManager . servi ce
701 /usr/bin/fwpgrademanager -subsys eRT.

Warni ng: Journal has been rotated since unit was started. Log output is inconplete or unavail able.

Before Execution Steps

root @RaspberryPi - Gat eway: ~# dntli eRT getv Device. Devi cel nfo.

CR conponent nane is: eRT.com cisco.spvtg.ccsp. CR

subsystem prefix eRT.

getv fromto conponent (eRT. com ci sco. spvtg. ccsp. fwupgradenanager): Device. Devi cel nfo.
Executi on succeed.

Par amet er 1 nane: Devi ce. Devi cel nf o. X_RDKCENTRAL- COM _Fi r mwar eDownl oadSt at us
type: string, value: Not Started
Par anet er 2 nane: Devi ce. Devi cel nf o. X_RDKCENTRAL- COM _Fi r mnar eDownl oadPr ot ocol
type: string, val ue:
Par anet er 3 nane: Devi ce. Devi cel nf 0. X_RDKCENTRAL- COM Fi r nwar eDownl oadURL
type: string, val ue:
Par anet er 4 nane: Device. Devi cel nf 0. X_RDKCENTRAL- COM Fi r mvar eToDownl oad
type: string, val ue:
Par anmet er 5 nane: Devi ce. Devi cel nf o. X_RDKCENTRAL- COM Fi r mnvar eDownl oadNow
type: bool , val ue: fal se
Par anet er 6 nane: Devi ce. Devi cel nf 0. X_RDKCENTRAL- COM Fi r mnvar eDownl oadAndFact or yReset
type: int, val ue: 0
Par anmet er 7 nane: Devi ce. Devi cel nf 0. X_RDKCENTRAL- COM xOpsDevi ceMgnt . RPC. Def er F\Downl oadReboot
type: ui nt, val ue: 290

FwUpgrade Manager Log file ,

Log file

root @aspberryPi - Gat eway: ~# cat /rdkl ogs/| ogs/ FwUpgr adeManager Log. t xt. O
210805- 16: 04: 07. 534093 [ nDd=FWUPGRADEMANACGER, | vl =INFQ [tid=872]
After daenoni ze before signal

210805- 16: 04: 07. 535782 [ nod=FWUPGRADEMANACER, | vl =INFQ [ti d=872
210805- 16: 04: 07. 536150 [ mod=FWUPGRADEMANACER, | vl =WARN] [ti d=872
210805- 16: 04: 07. 549648 [ nod=FWUPGRADEMANACER, |vl=INFQ [ti d=872
210805- 16: 04: 08. 556185 [ mDd=FWJPGRADEMANAGER, | vl =WARN] [tid=872] Register enpty object : com
210805- 16: 04: 08. 556397 [ nbd=FWJUPGRADEMANAGER, | vl =WARN] [ti d=872] Regi ster enpty object : comcisco.

] Connect to bus daenon...

]
]
]
]

210805- 16: 04: 08. 556525 [ mbd=FWJPGRADEMANAGER, | vl =WARN] [ti d=872] Regi ster enpty object : comcisco.spvtg.

]
]
]
]

DBus i s enabl ed
INFO bus_handl e: Ox 169ce08

210805- 16: 04: 08. 556656 [ mDd=FWJPGRADEMANAGER, | vl =WARN] [tid=872] Register enpty object : comcisco.spvtg.ccsp.
210805- 16: 04: 08. 558086 [ mbd=FWJUPGRADEMANAGER, | vl =WARN] [ti d=872] DM Li brary nodul e name = CCSP Base Data Mdel
210805- 16: 04: 08. 558481 [ mbd=FWJPGRADEMANACER, |Vl =INFQ@ [tid=872 Downl oad_Control _Flag is 1

210805- 16: 04: 08. 558714 [ nbd=FWJUPGRADEMANAGER, |vI=INFQ [tid=872 Current FW Version is rdkb-generic-broadband-
i mage_r dk- next _20210813103706

210805- 16: 04: 08. 558846 [ mbd=FWJPGRADEMANAGER, | vl =WARN] [tid=872] syscfg_get failed

210805- 16: 04: 08. 566939 [ nbd=FWJPGRADENMANAGER, | vl =WARN] [ti d=872] DM Li brary nodul e nanme =

TR181_RdkFi r mvar eUpgr adeManager

210805- 16: 04: 08. 568084 [ mbd=FWJPGRADEMANAGER, | vl =WARN] [ti d=872] Search for enpty object in

' dsl hCpeCheckEnpt yOhj ect'

root @raspber ryPi - Gat eway: ~#



Execution Steps

Please run the below commands for FwUpgrade Manager,

Using dmcli commands

Below steps are used to validate the FwUpgrade by using dmcli commands,

dmcli commands

root @aspberryPi - Gat eway: ~# dntli eRT setv Device. Devi cel nf o. X_RDKCENTRAL- COM Fi r mvar eDownl oadURL stri ng
"http://192.168.0.7"

CR conponent nane is: eRT.com cisco. spvtg.ccsp. CR

subsystem prefix eRT.

setv fromto conponent (eRT.com ci sco. spvtg. ccsp. f wupgradenanager): Devi ce. Devi cel nf 0. X_RDKCENTRAL-

COM_Fi r mnar eDownl oadURL

Execution succeed.

root @RaspberryPi - Gat eway: ~# dntli eRT setv Device. Devi cel nf o. X RDKCENTRAL- COM Fi r mvar eToDownl oad string "rdkb-
generi c- br oadband-i nage_r dk- next _20210818080531. rootfs. wi c"

CR conponent nane is: eRT.com cisco.spvtg.ccsp. CR

subsystem prefix eRT.

setv fromto conponent (eRT.com ci sco. spvtg. ccsp. f wupgradenanager): Devi ce. Devi cel nf 0. X_RDKCENTRAL-

COM_Fi r mnar eToDownl oad

Executi on succeed.

root @RaspberryPi - Gat eway: ~# dntli eRT setv Device. Devi cel nfo. X_RDKCENTRAL- COM Fi r nwar eDownl oadNow bool true
CR conponent nane is: eRT.com cisco.spvtg.ccsp. CR

subsystem prefix eRT.

setv fronlto conponent (eRT. com ci sco. spvtg. ccsp. fwupgradenanager): Devi ce. Devi cel nfo. X_RDKCENTRAL-

COM_Fi r mnvar eDownl oadNow

Executi on succeed.

r oot @raspber ryPi - Gat enay: ~#

Get Commands

root @RaspberryPi - Gateway: /# dntli eRT getv Device. Devi cel nfo.

CR conponent nane is: eRT.com cisco.spvtg.ccsp. CR

subsystem prefix eRT.

getv fronlto conponent (eRT. com ci sco. spvtg. ccsp. fwupgrademanager): Devi ce. Devi cel nfo.
Execution succeed.

Par anet er 1 nane: Devi ce. Devi cel nf o. X_RDKCENTRAL- COM Fi r mnar eDownl oadSt at us

type: string, val ue: Conpl et ed
Par anet er 2 nane: Devi ce. Devi cel nf 0. X_RDKCENTRAL- COM _Fi r mnar eDownl oadPr ot ocol
type: string, val ue: HTTP
Par anmet er 3 nane: Devi ce. Devi cel nf o. X_RDKCENTRAL- COM _Fi r mnvar eDownl oadURL
type: string, value: http://192.168.0.7
Par anet er 4 nane: Devi ce. Devi cel nf 0. X_RDKCENTRAL- COM _Fi r mvar eToDownl oad
type: string, val ue: rdkb-generi c- broadband-i mage_r dk- next _20210818080531.rootfs. w c
Par anet er 5 nane: Devi ce. Devi cel nf 0. X_RDKCENTRAL- COM Fi r nwar eDownl oadNow
type: bool , val ue: false
Par anet er 6 nane: Devi ce. Devi cel nf 0. X_RDKCENTRAL- COM Fi r mvar eDownl oadAndFact or yReset
type: int, value: 0
Par amet er 7 nane: Devi ce. Devi cel nf 0. X_RDKCENTRAL- COM xOpsDevi ceMgnt . RPC. Def er F\Downl oadReboot
type: uint, val ue: 290

The New Firmware Image is downloaded at /firmware/imagedwld and Use 'Is -lh' command to check the image size.



NewFw_Imagedwld_path

root @aspberryPi - Gat eway: / firmare/i mnagedw d# pwd

[firnmare/i magedw d

root @aspberryPi - Gat eway: /firmnare/ i nagedw d# |s -1h rdkb-generic-broadband-i mage_rdk-next_20210818080531.
rootfs.wc

STWT--T-- 1 root r oot 316. OM Aug 20 09: 40 rdkb-generi c- br oadband-i mage_r dk- next _20210818080531.
rootfs.wic

root @raspberryPi - Gat eway: / firmar e/ i mragedw d#

Use 'fdisk -I' & mount command to check the available partitions.

fdisk

Devi ce Boot Start End Sectors Size Id Type

/ dev/ mrchl kOpl * 8192 112525 104334 51M c W5 FAT32 (LBA)
/ dev/ mthbl kOp2 114688 9822207 9707520 4.6G 83 Li nux

/ dev/ mthbl kOp3 9822208 14016512 4194305 2G 83 Li nux

/ dev/ mtbl kOp4 14016513 18210817 4194305 2G 83 Linux

root @aspberryPi -Gateway:/ df -h | grep extbl ock

/ dev/ mbl kOp4 1.9G 246.9M 1.5G 13%/ ext bl ock
/ dev/ mrcbl kOpl 50. 8M 29.2M 21.6M 58% / ext bl ock/ bankO_lI i nux
/ dev/ mrchbl kOp2 4.5G 95. 0OM 4.2G 2%/ ext bl ock/ bankO_rootfs

root @RaspberryPi - Gat eway: nount | grep extbl ock

/ dev/ mtbl kOp4 on /extbl ock type ext4 (rw,relatine)

/ dev/ mrcbl kOpl on /extbl ock/ bankO_linux type vfat (rwrelatine, fmask=0022, dnask=0022, codepage=437,
i ochar set =asci i, short nane=m xed, error s=r emount - r 0)

/ dev/ mrtbl kOp2 on /extbl ock/ bankO_rootfs type ext4 (rw relatine)

Using Webpa

Below steps are used to validate the fwupgrade by using webpa commands,

prerequisite

Please use the below command to check the webpa & parodus process are running successfully or not.

webpa

root @RaspberryPi - Gat eway: ~# ps aux | grep webpa

5827 root 0: 01 /usr/bin/parodus --hw nodel =RPI --hw-seri al - nunber =00000000a31b564c - - hw
manuf act ur er =Raspberry --hw I ast-reboot-reason= --fw nanme=r dkb- generi c- br oadband- i mage_r dk- next _20210813103706
--boot -ti me=1629896069 - - hw nac=B8: 27: EB: 1B: 56: 4C - - webpa- pi ng-ti ne=180 --webpa-i nterface-used=erouter0 --webpa-
url =http://54.148. 37. 189: 8080 --webpa- backof f-nmax=9 --parodus-1|ocal -url=tcp://127.0.0.1: 6666 --partner-
i d=contast --ssl-cert-path=/etc/ssl/certs/ca-certificates.crt --force-ipv4

5884 root 0: 02 /usr/bin/webpa &
28195 root 0: 00 webpa
28608 r oot 0: 00 grep webpa

root @aspberryPi - Gat eway: ~#

Curl Commands

WebPA Set



curl - set

root @aspberryPi - Gat eway: ~# curl -X PATCH http://54.148.37.189: 9003/ api / v2/ devi ce/ nac: B8: 27: EB: 1B: 56: 4C/ config -
d '{"parameters": [ {"dataType": 0, "nane": "Device. Devicel nfo. X_ RDKCENTRAL- COM Fi r mnar eDownl oadURL", "val ue":
"http://192.168.0.10"}]}' -H 'Authorization:Basic d3Blc2VyOndl YnBhQDEyMzQLN c4OTAK'

{"paraneters":[{"name": "Devi ce. Devi cel nf o. X_RDKCENTRAL- COM Fi r mnwar eDownl oadURL", " nessage": " Success"}],"

st at usCode": 200}

root @aspberryPi - Gat eway: ~#

root @RaspberryPi - Gat eway: ~# curl -X PATCH http://54.148.37.189: 9003/ api / v2/ devi ce/ nac: B8: 27: EB: 1B: 56: 4C/ config -
d '{"paranmeters": [ {"dataType": 0, "nane": "Device. Devicel nfo. X_RDKCENTRAL- COM Fi r mvar eToDownl oad", "val ue":
"rdkb- generi c- br oadband- i mage_r dk- next _20210818080531.rootfs.wic"}]}"' -H 'Authorization: Basic

d3Blc2VyOndl YnBhQDEyMz QLN c40TAK'

{"parameters":[{"nanme": "Devi ce. Devi cel nf 0. X_RDKCENTRAL- COM _Fi r mnar eToDownl oad", "nmessage": " Success"}],"

st at usCode": 200}

root @rRaspberryPi - Gat eway: ~#  root @RaspberryPi - Gateway: ~# curl -X PATCH http://54.148. 37.189: 9003/ api / v2/ devi ce
/ mac: B8: 27: EB: 1B: 56: 4C/config -d '{"paraneters": [ {"dataType": 3, "name": "Device. Devicel nfo. X_RDKCENTRAL-
COM_Fi r mvar eDownl oadNow', "val ue": "true"}]}" -H '"Authorization:Basic d3Blc2VyOndl YnBhQDEyMz QLN c40TAK'
{"paranmeters":[{"nanme": "Devi ce. Devi cel nf 0. X_RDKCENTRAL- COM _Fi r mnar eDownl oadNow" , " message": " Success"}],"

st at usCode": 200}

root @RaspberryPi - Gat eway: ~#

WebPA Get

curl - Get

root @aspberryPi - Gateway: ~# curl -H 'Authorization: Basi c d3Blc2VyOndl YnBhQDEyMzQLNj c4OTAK' -i http://54.
148. 37.189: 9003/ api / v2/ devi ce/ mac: B8: 27: EB: 1B: 56: 4C/ conf i g?names=Devi ce. Devi cel nf 0. X_RDKCENTRAL-
COM_Fi r nwar eDownl oadURL

HTTP/ 1.1 200 OK

Cont ent - Type: application/json; charset=utf-8

X-Scytale-Build: 0.1.4-1

X- Scyt al e- Fl avor: mint

X- Scyt al e- Regi on: east

X-Scyt al e- Server: 54.148.37.189

X-Scytale-Start-Tine: 23 Jul 19 11:55 UTC

X-Talaria-Build: 0.1.3-1

X-Tal ari a- Fl avor: m nt

X-Tal ari a- Regi on: east

X-Tal ari a- Server: 54.148.37.189

X-Tal aria-Start-Tine: 22 Jul 19 09:34 UTC

X-Tr1ldlumBuild: 0.1.2-1

X-Tr1dlum Fl avor: m nt

X-Tr 1dlum Regi on: east

X-Tr1dlum Server: 54.148.37.189

X-Trldlum Start-Tine: 22 Jul 19 07:07 UTC

X-Webpa- Transaction-1d: fCOLI-nmeLU0O KSt T94L_w

X- Xmi dt - Span: "http://]ocal host: 8080/ api / v2/ devi ce/ send", "2021- 08-25T14: 03: 212", "252. 811878ns"
Date: Wed, 25 Aug 2021 14:03:22 GJI

Content -Length: 181

{"paranmeters":[{"name": "Devi ce. Devi cel nf 0. X_RDKCENTRAL- COM _Fi r mnar eDownl oadURL", "val ue": "http://192. 168. 0. 10", "
dat aType": 0, "paranet er Count": 1, "nessage": "Success"}], "st at usCode": 200}

root @RaspberryPi - Gat eway: ~# curl -H 'Authorization: Basi c d3Blc2VyOndl YnBhQDEyMzQLNj c40OTAK' -i http://54.
148. 37. 189: 9003/ api / v2/ devi ce/ mac: B8: 27: EB: 1B: 56: 4C/ confi g?nanes=Devi ce. Devi cel nf 0. X_RDKCENTRAL-

COM_Fi r mnar eToDownl oad

HTTP/ 1.1 200 OK

Content - Type: application/json; charset=utf-8

X-Scytale-Build: 0.1.4-1

X- Scyt al e-Fl avor: mi nt

X- Scyt al e- Regi on: east

X- Scyt al e- Server: 54.148.37.189

X-Scytale-Start-Tine: 23 Jul 19 11:55 UTC



X-Talaria-Build: 0.1.3-1

X-Tal ari a- Fl avor: m nt

X-Tal ari a- Regi on: east

X-Tal ari a- Server: 54.148.37.189
X-Talaria-Start-Tine: 22 Jul 19 09: 34 UTC
X-Tr1ldlum Build: 0.1.2-1

X-Tr 1dlum Fl avor: mi nt

X-Tr 1dlum Regi on: east

X-Tr 1dlum Server: 54.148.37.189

X-Tr1ldlum Start-Tine: 22 Jul 19 07:07 UTC
X-Webpa- Transaction-1d: jpdl C7t- S8vMAj ENt 1ni A
X- Xmi dt - Span: "http://1ocal host: 8080/ api / v2/ devi ce/ send", "2021- 08-25T14: 06: 592", " 254. 980233ns"
Date: Wed, 25 Aug 2021 14:06:59 GMI

Content - Length: 224

{"paraneters":[{"nanme": "Devi ce. Devi cel nfo. X_RDKCENTRAL- COM _Fi r nwar eToDownl oad", "val ue": "r dkb- generi c- br oadband-
i mge_r dk- next _20210818080531.rootfs.w c", "dataType": 0, "paranet er Count": 1, "nmessage": "Success"}], "stat usCode":
200}

root @RaspberryPi - Gat eway: ~# curl -H 'Authorization: Basi c d3Blc2VyOndl YnBhQDEyMzQLNj c40OTAK' -i http://54.
148. 37. 189: 9003/ api / v2/ devi ce/ mac: B8: 27: EB: 1B: 56: 4C/ confi g?nanes=Devi ce. Devi cel nf 0. X_RDKCENTRAL-
COM_Fi r mvar eDownl oadPr ot ocol

HTTP/ 1.1 200 OK

Cont ent - Type: application/json; charset=utf-8

X-Scytale-Build: 0.1.4-1

X- Scyt al e-Fl avor: mi nt

X- Scyt al e- Regi on: east

X- Scyt al e- Server: 54.148.37.189

X-Scytale-Start-Tine: 23 Jul 19 11:55 UTC

X-Talaria-Build: 0.1.3-1

X-Tal ari a- Fl avor: mint

X-Tal ari a- Regi on: east

X-Tal ari a- Server: 54.148.37.189

X-Tal aria-Start-Tine: 22 Jul 19 09:34 UTC

X-TrldlumBuild: 0.1.2-1

X-Tr 1dlum Fl avor: mint

X-Tr 1dlum Regi on: east

X-Tr1dlum Server: 54.148.37.189

X-Tr1dlum Start-Tine: 22 Jul 19 07:07 UTC

X-Webpa- Transaction-1d: MS7xPwOBZsCl cJpUSkgxj Q

X- Xmi dt - Span: "http://|ocal host: 8080/ api / v2/ devi ce/ send", "2021- 08- 25T14: 10: 132", " 253. 576482ns"
Date: Wed, 25 Aug 2021 14:10:13 GVI

Content-Length: 171

{"paraneters":[{"nanme": "Devi ce. Devi cel nf o. X_ RDKCENTRAL- COM Fi r nwar eDownl oadPr ot ocol ", "val ue": "HTTP", "dat aType":
0, "paranet er Count": 1, "nmessage": "Success"}], "stat usCode": 200} root @rRaspberryPi - Gat eway: ~# curl -H
' Aut hori zati on: Basi ¢ d3B1c2VyOndl YnBhQDEyMzQLNj c40TAK' -i http://54.148. 37.189: 9003/ api / v2/ devi ce/ mac: B8: 27: EB:
1B: 56: 4C/ confi g?nanmes=Devi ce. Devi cel nf 0. X_RDKCENTRAL- COM Fi r nwar eDownl oadSt at us

HTTP/ 1.1 200 OK

Cont ent - Type: application/json; charset=utf-8

X-Scytale-Build: 0.1.4-1

X- Scyt al e-Fl avor: mi nt

X- Scyt al e- Regi on: east

X-Scyt al e-Server: 54.148.37.189

X-Scytale-Start-Tine: 23 Jul 19 11:55 UTC

X-Talaria-Build: 0.1.3-1

X-Tal ari a- Fl avor: mint

X-Tal ari a- Regi on: east

X-Tal ari a- Server: 54.148.37.189

X-Tal aria-Start-Tine: 22 Jul 19 09:34 UTC

X-Tr1ldlumBuild: 0.1.2-1

X-Tr1dlum Fl avor: m nt

X-Tr 1dlum Regi on: east

X-Tr 1dlum Server: 54.148.37.189

X-Tr1dlum Start-Tine: 22 Jul 19 07:07 UTC

X-Webpa- Transaction-1d: PzFVh-j dOQoMiBkeJxz32Q

X-Xmi dt - Span: "http://|ocal host: 8080/ api/v2/ devi ce/ send", "2021- 08- 25T14: 32: 357", "332. 992262ns"
Date: Wed, 25 Aug 2021 14:32:36 GMI

Content-Length: 174

{"paraneters":[{"nanme": "Devi ce. Devi cel nf o. X_ RDKCENTRAL- COM Fi r mwar eDownl oadSt at us", "val ue": " Conpl et ed", "



dat aType": 0, "paraneter Count": 1, "nessage": "Success"}], "st at usCode": 200}

RPI - Board

[y

dev folder (use command Is /dev)

abrbwnN

frequently to verify the file size change)

~N o

TroubleShooting

. Flash the RDKB image supported for Firmware upgrade feature in the Rpi and verify the 2 partitions(ex. mmcblkOp1, mmcblkOp2) present under

. Device auto-reboots and verify there are 2 more additional partitions are created (ex. mmcblkOp3, mmcblkOp4).
. Verify the image version ( cat /version.txt) displays the flashed image version

. Verify FwUpgradeManagerLog.txt file is generated in /rdklogs/logs directory.

. Verify the http download is happening by noticing the change of file size using below command : cd /firmware/imagedwld Is -lh(use this command

. Once image download completed, the Rpi board will auto reboot and come up with downloaded image
Verify the version of booted image which shows the downloaded image version

1. check the status of RdkFwUpgradeManager service by using the below command,
a. systemctl status RdkFwUpgradeManager.service
2. Check the RdkFwUpgradeManager logs in below path,
a. cat /rdklogs/logs/FwUpgradeManagerLog.txt.0
3. Successful logs

Complete journalctl logs

r oot @raspber ryPi - Gat eway: ~# j ournal ct|l
-- Logs begin at Fri
Aug 13 13:20:
Aug 13 13:20:

2021-08-13 13:19:56 UTC, end at Fri
05 raspberrypi -rdk-broadband systend[1]:

05 raspberrypi-rdk-broadband fwupgradenanager|[732]:

f wupgr ademanager

Aug 13 13: 20:
Aug 20 10: 38:
Aug 20 10: 38:
Aug 20 10: 38:

such file or

Aug 20 10: 38:

downl oad URL

Aug 20 10: 38:
Aug 20 10:38:
Aug 20 10: 38:
Aug 20 10: 38:
Aug 20 10: 38:

06 raspberrypi-rdk-broadband systend[1]:

30 RaspberryPi - Gat eway fwupgrademanager[14171]:
30 RaspberryPi - Gat eway fwupgradenanager[14171]:
30 RaspberryPi - Gateway fwupgradenanager[ 15453]:

directory

30 RaspberryPi - Gat eway fwupgradenanager[14171]:

and filename to /tnp/httpDwnld.conf file

30 RaspberryPi - Gat eway fwupgradenmanager[14171]:
30 RaspberryPi-Gateway fwupgradenanager[14171]:
30 RaspberryPi - Gat eway fwupgrademanager[14171]:
30 RaspberryPi - Gat eway fwupgradenanager[14171]:
30 RaspberryPi - Gateway fwupgradenanager[14171]:

generi c- br oadband- i mage_r dk- next _20210818080531. rootfs.w ¢

Aug 20 10: 38:
Aug 20 10: 38:
Aug 20 10: 38:

30 RaspberryPi - Gat eway fwupgradenanager[14171]:
30 RaspberryPi - Gat eway fwupgrademanager[14171]:
30 RaspberryPi - Gat eway fwupgradenmanager[14171]:

-u RdkFwUpgr adeManager
2021-08-20 10:40: 45 UTC. --
Starting Firmvare Upgrade Manager service...

rdk_dyn_log_initg_dl _socket = 3 _ prognhanme =

Started Firmnare Upgrade Manager service.

Enteri ng fwupgrade_hal _set _downl oad_url

Enteri ng fwupgrade_hal _get _downl oad_url

rm can't renove '/tnp/xconf/dl oad_status': No
fwupgr ade_hal _set _downl oad_ur| Stored HTTP
Enteri ng fwupgrade_hal _get_downl oad_st at us
Entering fwupgrade_hal _set_downl oad_i nterface
Enteri ng fwupgrade_hal _downl oad

Enteri ng fwupgrade_hal _get _downl oad_url

fwupgr ade_hal _get _downl oad_url pfilenane: rdkb-
host->h_addrtype = 2, AF_I NET

Host | P address: 192.168.0.7

downl oad_i mage_from server: Curl Command: curl -

fgLo /firmnare/inagedw d/ r dkb- generi c- br oadband-i mage_r dk- next _20210818080531.rootfs.wic 'http://192.168.0.7
/ r dkb- generi c- br oadband- i mage_r dk- next _20210818080531.rootfs. wic';

Aug 20 10: 38: 30 RaspberryPi - Gateway fwupgrademanager[15458]:

Ti me Ti me

Aug 20 10: 38: 30 RaspberryPi - Gateway fwupgrademanager[15458]:
Spent
Aug 20 10: 39: 03 RaspberryPi - Gat eway fwupgrademanager[15458]:
Aug 20 10: 39: 03 RaspberryPi - Gat eway fwupgrademanager[14171]:

Tot al

Tinme Current

Left Speed

% Tot al % Recei ved % Xferd Average Speed
D oad Upl oad

[2.4K bl ob dat a]
### Debug ### | mage downl oad successful at

/firmnare/i magedw d/ r dkb- generi c- br oadband- i mage_r dk- next _20210818080531. rootfs.w ¢

Aug 20 10: 39: 03 RaspberryPi - Gat eway fwupgrademanager[16197]:

i mage upgrade. . .

Aug 20 10:39: 03 RaspberryPi-Gateway fwupgrademanager[16197]:
storage area,
Aug 20 10: 39: 03 RaspberryPi - Gateway fwupgrademanager[16197]:

box will go for reboot...

Checking avail able partition for bank switch and
Creating additional partitions for Bankl and

Creating Bankl rootfs partition nmtObl kp3. ..



Aug
Aug
deci
Aug
Aug
Aug
Aug
Aug
Aug
3):

Aug

20
20
de
20
20
20
20
20
20

10:
10:
to
10
10:
10:
10:
10:
10:

First
62333951,

20

size 2

Aug
Aug
Aug

20
20
20

10:

39: 03 RaspberryPi - Gat enay
39: 03 RaspberryPi - Gat eway
wite them

1 39: 03 RaspberryPi - Gat eway

39: 03 RaspberryPi - Gat eway
39: 03 RaspberryPi - Gat enay
39: 03 RaspberryPi - Gat eway
39: 03 RaspberryPi - Gat eway
39: 03 RaspberryPi - Gat enay

f wupgr adenanager [ 16219] :
fwupgr ademanager [ 16219] :

f wupgr ademanager [ 16219] :
fwupgr adermanager [ 16219] :
f wupgr adenanager [ 16219] :
f wupgr adermanager [ 16219] :
fwupgr adermanager [ 16219] :
f wupgr adenanager [ 16219] :

sector (2048-62333951, default 2048): Last sector,

default 62333951):
39: 03 RaspberryPi - Gat eway

G B.

10:
10:
10:

39: 03 RaspberryPi - Gat enay
39: 03 RaspberryPi - Gat eway
39: 03 RaspberryPi - Gat eway

62333952 sectors

Aug
Aug

20
20

byt es

Aug
Aug
Aug
Aug

Id Type

20
20
20
20

10:
10:

10:
10:
10:
10

Aug 20 10:
51M c¢ W85 FAT32 (LBA)

Aug 20 10:39: 03 RaspberryPi - Gat eway
83 Li nux
Aug 20 10: 39: 03 RaspberryPi - Gat enay
83 Li nux
Aug 20 10: 39: 03 RaspberryPi - Gat enay
al tered.
Aug 20 10: 39: 03 RaspberryPi - Gat enay
resource busy

Aug 20 10:39: 06 RaspberryPi - Gat eway
be used at the next reboot.

table will

Aug
Aug
Aug
Aug
deci
Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug

sector,

Aug

20
20
20
20
de
20
20
20
20
20
20
20
20

20

size 2

Aug
Aug
Aug

20
20
20

10:
10
10:
10
to
10:
10:
10:
10:
10:
10
10:
10:

+/-sectors or +/-si

10:

39: 03 RaspberryPi - Gat eway
39: 03 RaspberryPi - Gat eway

39: 03 RaspberryPi - Gat eway
39: 03 RaspberryPi - Gat eway
39: 03 RaspberryPi - Gat eway

1 39: 03 RaspberryPi - Gat eway

39: 03 RaspberryPi - Gat eway

39: 06 RaspberryPi - Gat eway

:39: 06 RaspberryPi - Gat eway

39: 06 RaspberryPi - Gat eway

:39: 06 RaspberryPi - Gat eway

wite them

39: 06 RaspberryPi - Gat eway
39: 06 RaspberryPi - Gat enay
39: 06 RaspberryPi - Gat eway
39: 06 RaspberryPi - Gat eway
39: 06 RaspberryPi - Gat eway

:39: 06 RaspberryPi - Gat eway

39: 06 RaspberryPi - Gat enay
39: 06 RaspberryPi - Gat eway

39: 06 RaspberryPi - Gat enay

G B.

10:
10:
10:

39: 06 RaspberryPi - Gat eway
39: 06 RaspberryPi - Gat eway
39: 06 RaspberryPi - Gat eway

62333952 sectors

Aug
Aug

20
20

byt es

Aug
Aug
Aug
Aug

20
20
20
20

10:
10:

10:
10:
10:
10:

39: 06 RaspberryPi - Gat eway
39: 06 RaspberryPi - Gat eway

39: 06 RaspberryPi - Gat eway
39: 06 RaspberryPi - Gat eway
39: 06 RaspberryPi - Gat eway
39: 06 RaspberryPi - Gat eway

Size Id Type

Aug 20 10: 39: 06 RaspberryPi - Gat enay
51M c¢ W85 FAT32 (LBA)

Aug 20 10:39: 06 RaspberryPi - Gat eway

G 83 Li nux

Aug 20 10: 39: 06 RaspberryPi - Gat enay
2G 83 Li nux

f wupgr adermanager [ 16219] :

f wupgr adenanager [ 16219] :
f wupgr adermanager [ 16219] :
f wupgr ademanager [ 16219] :

fwupgr adermanager [ 16219] :
fwupgr ademanager [ 16219] :

fwupgr adermanager [ 16219] :
fwupgr adermanager [ 16219] :
f wupgr ademanager [ 16219] :
fwupgr adermanager [ 16219] :

f wupgr ademanager [ 16219] :
f wupgr adenanager [ 16219] :
fwupgr adermanager [ 16219] :
fwupgr adermanager [ 16219] :
f wupgr adermanager [ 16219] :
f wupgr adenanager [ 16219] :

fwupgr adermanager [ 16219] :
f wupgr ademanager [ 16197] :
fwupgr adermanager [ 16299] :
f wupgr adenanager [ 16299] :

fwupgr adermanager [ 16299] :
f wupgr adenanager [ 16299] :
fwupgr adermanager [ 16299] :
fwupgr adermanager [ 16299] :
f wupgr adermanager [ 16299] :
fwupgr adermanager [ 16299] :
f wupgr adenanager [ 16299] :
f wupgr ademanager [ 16299] :

ze{K, M G T, P} (14016513- 62333951,

f wupgr adenanager [ 16299] :
fwupgr adermanager [ 16299] :
f wupgr ademanager [ 16299] :
fwupgr adermanager [ 16299] :

f wupgr adermanager [ 16299] :
fwupgr adermanager [ 16299] :

fwupgr adermanager [ 16299] :
fwupgr adermanager [ 16299] :
f wupgr ademanager [ 16299] :
fwupgr adermanager [ 16299] :
f wupgr ademanager [ 16299] :
f wupgr adenanager [ 16299] :

fwupgr adermanager [ 16299] :

Vel come to fdisk (util-linux 2.35.1).
Changes will remain in nmenory only, until you

Be careful before using the wite conmand.
Command (m for hel p):
Command (m for help): Partition type

p primary (2 primary, O extended, 2 free)

e extended (container for |ogical partitions)
Sel ect (default p): Partition nunber (3,4, default
+/-sectors or +/ -size{fK, MG T, P} (9822208-

Created a new partition 3 of type 'Linux' and of

Partition #3 contains a ext4 signature.
Command (m for help):
Di sk /dev/ mtbl kO: 29.74 G B, 31914983424 bytes,

Units: sectors of 1 * 512 = 512 bytes
Sector size (logical/physical): 512 bytes / 512

1/O size (mninmunoptinal): 512 bytes / 512 bytes
Di skl abel type: dos
Di sk identifier: 0x6da9139c

Devi ce Boot Start End Sectors Size
/ dev/ mtbl kOp1 * 8192 112525 104334

/ dev/ mtbl kOp2 114688 9822207 9707520 4.6G
/ dev/ mtbl kOp3 9822208 14016512 4194305 2G

Command (mfor help): The partition table has been
Failed to add partition 3 to system Device or
The kernel still uses the old partitions. The new

Synci ng di sks.

Creating Storage partition mcObl kp4. ..

Wl come to fdisk (util-linux 2.35.1).

Changes will renmain in menory only, until you

Be careful before using the wite command.
Command (m for hel p):
Command (mfor help): Partition type
p primary (3 primary, 0 extended, 1 free)
e extended (container for logical partitions)
Sel ect (default e):
Sel ected partition 4
First sector (2048-62333951, default 2048): Last
default 62333951):
Created a new partition 4 of type 'Linux' and of

Partition #4 contains a ext4 signature.
Command (m for help):
Di sk /dev/ mmtbl kO: 29.74 G B, 31914983424 bytes,

Units: sectors of 1 * 512 = 512 bytes
Sector size (logical/physical): 512 bytes / 512

1/0O size (mninmunoptinal): 512 bytes / 512 bytes
Di skl abel type: dos
Di sk identifier: 0x6da9139c

Devi ce Boot Start End Sectors
/ dev/ mtbl kOp1 * 8192 112525 104334
/ dev/ mtbl kOp2 114688 9822207 9707520 4.6
/ dev/ mtbl kOp3 9822208 14016512 4194305



Aug 20 10: 39:

2G 83 Linux
Aug 20 10:
al tered.

Aug 20 10:
Aug 20 10:
Aug 20 10:
Aug 20 10:
Aug 20 10:
Aug 20 10:

39:

39:
39:
39:
39:
39:
39:
on /extbl ock.
Aug 20 10: 39:

06 RaspberryPi
06 RaspberryPi

06 RaspberryPi
06 RaspberryPi
06 RaspberryPi
06 RaspberryPi
06 RaspberryPi
06 RaspberryPi

06 RaspberryPi

- Gat eway
- Gat eway

- Gat eway
- Gat eway
- Gat eway
- Gat eway
- Gat eway
- Gat eway

- Gat eway

f wupgr adenanager [ 16299] :
fwupgr ademanager [ 16299] :

fwupgr adermanager [ 16299] :
f wupgr adenanager [ 16197] :
f wupgr adermanager [ 16197] :
fwupgr adermanager [ 16197] :
f wupgr adenanager [ 16197] :
fwupgr adermanager [ 16324] :

f wupgr adermanager [ 16197] :

br oadband- i mage_r dk- next _20210818080531. rootfs.w ¢
Aug 20 10: 39: 34 RaspberryPi - Gat eway

Aug 20 10: 39:

34 RaspberryPi

downl oaded i mage ...

20
20
20
20
20

Aug
Aug
Aug
Aug
Aug
Aug 20
Aug 20

pam) : Device

Aug 20 10:40:
Aug 20 10: 40:
Aug 20 10:40:
Aug 20 10: 40:

iz

10: 40:
10: 40:
10: 40:
10: 40:
10: 40:
10: 40:
10: 40:

21
21
41
41
41
42
42

RaspberryPi
RaspberryPi
RaspberryPi
RaspberryPi
RaspberryPi
Raspber ryPi
RaspberryPi

- Gat eway

- Gat eway
- Gat eway
- Gat eway
- Gat eway
- Gat eway
- Gat eway
- Gat eway

f wupgr adenanager [ 16197] :
f wupgr adermanager [ 16197] :

f wupgr adenanager [ 16197] :
f wupgr adermanager [ 16197] :
fwupgr ademanager [ 14171] :
f wupgr ademanager [ 14171] :
fwupgr adermanager [ 19110] :
fwupgr adermanager [ 19110] :
f wupgr ademanager [ 19110] :
. Devi cel nf 0. X_RDKCENTRAL- COM Last Reboot Reason

42 RaspberryPi - Gat eway fwupgrademanager[19110] :
42 RaspberryPi - Gat eway fwupgrademanager[19110]:
42 RaspberryPi - Gat eway fwupgrademanager[14171]:
42 RaspberryPi - Gat eway fwupgrademanager[14171]:

/ dev/ mtbl kOp4 14016513 18210817 4194305

Command (mfor help): The partition table has been
Synci
file
File

ng di sks.

system type check count partition p3 is 1
system avail able for partition mcthbl kOp3
file systemtype check count partition p4 is 1
File system available for partition mmtbl kOp4
nmount: /extbl ock: /dev/mtbl kOp4 al ready nounted

Downl oaded i nage to be upgrade is rdkb-generic-

Active bank partition is /dev/mtbl kOp3
Modi fyi ng Bank O partition mthbl kOp2 Content with

Fi rmnar e upgrade successful

Rebooting with bank switch ....

Enteri ng fwupgrade_hal _get_downl oad_st at us

Enteri ng fwupgrade_hal _reboot _ready

CR conponent nane is: eRT.com cisco. spvtg.ccsp. CR
subsystem prefix eRT.

setv fronmlto conmponent (eRT. com ci sco. spvtg. ccsp.

Executi on succeed.

ntering fwupgrade_hal _downl oad_r eb### reboot now



Complete Fwlogs

root @RaspberryPi - Gat eway: ~# cat /rdkl ogs/| ogs/ FwUpgr adeManager Log

210805- 16:
210805- 16:
210805- 16:
210805- 16:
210805- 16:
210805- 16:
210805- 16:
210805- 16:
210805- 16:

04:
04:
04:
04:
04:
04:
04:
04:
04:

07.
07.
07.
07.
08.
08.
08.
08.
08.

534093
535782
536150
549648
556185
556397
556525
556656
558086

[ mod=FWUPGRADEMVANAGER,
[ mod=FWUPGRADEMANAGER,
[ mod=FWUPGRADEMANAGER,
[ mod=FWJPGRADEVANAGER,
[ mod=FWUPGRADEMANAGER,
[ mod=FWUPGRADEMANAGER,
[ mod=FWUPGRADEVANAGER,
[ mod=FWUPGRADEMANAGER,
[ mod=FWUPGRADEMVANAGER,
210805- 16: 04: 08. 558481 [ nbd=FWJPGRADEMANAGER,
210805- 16: 04: 08. 558714 [ nbd=FWJPGRADEMANAGER,
i mge_r dk- next _20210813103706

210805- 16: 04: 08. 558846 [ mbd=FWJPGRADEMANAGER,
210805- 16: 04: 08. 566939 [ nbd=FWJPGRADEMANAGER,
TR181_RdkFi r mvar eUpgr adeManager

210805- 16: 04: 08. 568084 [ mbd=FWJPGRADEMANAGER,
' dsl hCpeCheckEnpt yOhj ect'

210820-10: 11: 02. 271274 [ nod=FWJPGRADEMANAGER,
COM_Fi r mnar eDownl oadURL, bsUpdate = 3

210820-10: 11: 05. 001028 [ npd=FWJPGRADEMANAGER,
210820- 10: 11: 41. 004477 [ nod=FWJPGRADENMANAGER,
COM_Fi r mnar eToDownl oad, bsUpdate = 3

210820- 10: 11: 41. 004713 [ nod=FWJPGRADEMANAGER,
next _20210818080531.rootfs.w c

210820-10: 12: 14. 157871 [ nod=FWJPGRADEMANAGER,
COM_Fi r mnar eDownl oadNow, bsUpdate = 3

210820- 10: 12: 14. 158361 [ nod=FWJPGRADEMANAGER,
br oadband- i mage_r dk- next _20210818080531
210820- 10: 12: 14. 171075 [ nod=FWJUPGRADEMANAGER,
210820- 10: 14: 06. 797110 [ nod=FWJPGRADEMANAGER,
210820-10: 14: 16. 797612 [ nod=FWJPGRADEMANAGER,
addi tional 10 seconds

210820- 10: 14: 26. 797962 [ mod=FWJPGRADEMANAGER,
210820- 10: 14: 26. 798406 [ mod=FWJUPGRADEMANAGER,
210820- 10: 14: 26. 798506 [ mod=FWJPGRADEMANAGER,
210820- 10: 14: 26. 798670 [ mod=FWJPGRADEMANAGER,
| ast reboot reason

version txt

root @raspber ryPi - Gat eway: ~# cat /version.txt

I vl =1 NFQ|
I'vl =I NFQ|
I v =WARN]
I'vl =I NFQ|
I vl =WARN]
I v =WARN]
I v VWARN]
I v =WARN]
I v =WARN]
I'vl =I NFQ|
I'vl =I NEQ|
I vl WARN]
I v =WARN]
I v =WARN]
I v VWARN]
I vl =I NEQ|
I vl =WARN]
I vl =1 NFQ|
I v =WARN]
I vl =I NEQ|
I'vl =1 NEQ|
I vl =I NFQ|
Ivl =1 NFQ|
I'vl =I NFQ|
I'vl =I NEQ|
I vl =I NEQ|
I vl =I NFQ|

[tid=872]
[tid=872]
[tid=872]
[tid=872]
[tid=872]
[tid=872]
[tid=872]
[tid=872]
[tid=872]
[tid=872]
[tid=872]

[tid=872]
[tid=872]

[tid=872]

[tid=1139
[tid=1139
[tid=1139
[tid=1139

[tid=1139

[tid=1139

[tid=1139
[tid=1479
[tid=1479

[tid=1479
[tid=1479
[tid=1479
[tid=1479

i mgenane: r dkb- generi c- br oadband- i mage_r dk- next _20210818080531

BRANCH=r dk- next

YOCTO_VERSI ON=dunf el |

VERSI ON=4. 08. 18. 21

SPI N=0

BUI LD TI ME="2021- 08-18 08: 05: 31"

Cenerated on Wed Aug 18 08:05:31 UTC 2021
root @aspberryPi - Gat eway: ~#

Limitation

.txt.0
After daenoni ze before signal
Connect to bus daenon...
DBus is enabl ed
INFO  bus_handl e: 0x 169ce08
Regi ster enpty object : com
Regi ster enpty object com ci sco.
Regi ster enpty obj ect com ci sco. spvtg.
Regi ster enpty object com ci sco. spvtg. ccsp.
DM Li brary nodul e name = CCSP Base Data Model
Downl oad_Control _Flag is 1
Current FW Version is rdkb-generic-broadband-

syscfg_get failed
DM Li brary nodul e nane =

Search for enpty object in

9] Dsl hQbj coVal i date: X_RDKCENTRAL-

9]
9]

URL is http://192.168.0.7
Dsl hQoj coVal i dat e: X_RDKCENTRAL-

9] FWDL is rdkb-generic-broadband-i mage_r dk-

9] Dsl hObj coVal i date: X RDKCENTRAL-

9] Converted i mage nane = rdkb-generic-
9]
2]
2]

I mage downl oadi ng triggered successfully
Sl eeping to prevent 500 error
/tnp/wget .l og doesn't exist. Sleeping an

2]
2]
2]
2]

Waiting for FWDL ...
FWDL is over

Waiting for reboot
Waiting for reboot

ready ...

ready over, setting

Every Firmware Upgrade , it's boots with default values of all dmcli parameters & LastRebootReason value always return as "unknown"

because rpi doesn't have the support of NVRAM.
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