USP - Testing with CDRouter

CDRouter is a test automation platform from QA Cafe that contains many test cases for the USP protocol, including the DTP-469 USP Conformance tests.

To test UspPa with CDRouter, you need to configure both the agent and CDRouter.

Configuring UspPa Agent

Use the one of the factory reset settings below in your usp_factory_reset.conf file. They configure your agent to use an unencrypted STOMP, MQTT or
WebSocket connection to CDRouter.

NOTE: Replace "192.168.1.128" with the IP address or hostname of your CDRouter unit.

STOMP

# | MPORTANT: Mbdi fy Devi ce. STOVWP. Connection. 1. Host with the I P address of your CDRouter
Devi ce. STOWP. Connection. 1. Host "192. 168. 100. 128"

Devi ce. Local Agent. Control |l er. 1. EndpointID "proto::controller-id"

Devi ce. STOWP. Connection. 1. User nane "qacafe"

Devi ce. STOWP. Connecti on. 1. Password "gacaf el123"

Devi ce. Local Agent. Control |l er.1. MTP. 1. STOVWP. Destination "/controller-path"

Devi ce. Local Agent . MTP. 1. STOWP. Desti nati on "/agent - pat h"

Devi ce. STOWP. Connection. 1. X_ARRI S- COM Enabl eEncrypti on "fal se"

Devi ce. Local Agent . Endpoi nt1 D "proto::agent-id"

Devi ce. Local Agent. MIP. 1. Ali as "cpe-1"

Devi ce. Local Agent . MTP. 1. Enabl e "true"

Devi ce. Local Agent . MTP. 1. Prot ocol " STOWP"

Devi ce. Local Agent. MIP. 1. STOVP. Ref er ence "Devi ce. STOW. Connecti on. 1"

Devi ce. Local Agent. Controller.1. Alias "cpe-1"

Devi ce. Local Agent. Control |l er. 1. Enable "true"

Devi ce. Local Agent. Control |l er. 1. Assi gnedRol e "Devi ce. Local Agent. Control | er Trust. Rol e. 1"
Devi ce. Local Agent . Control | er. 1. Periodi cNotiflnterval "600"

Devi ce. Local Agent. Control |l er. 1. Periodi cNotifTine "0001-01-01T00: 00: 00Z"
Devi ce. Local Agent. Control |l er.1. USPNotifRetryM ni mnumAaitlnterval "5"

Devi ce. Local Agent. Control ler. 1. USPNotifRetrylnterval Ml tiplier "2000"
Devi ce. Local Agent. Controller.1. ControllerCode ""

Devi ce. Local Agent. Control ler.1. MIP. 1. Alias "cpe-1"

Devi ce. Local Agent. Controller.1. MTP. 1. Enabl e "true"

Devi ce. Local Agent. Control |l er. 1. MIP. 1. Prot ocol " STOW"

Devi ce. Local Agent. Control |l er.1. MTP. 1. STOW. Ref er ence "Devi ce. STOW. Connecti on. 1"
Devi ce. STOWP. Connection. 1. Alias "cpe-1"

Devi ce. STOWP. Connecti on. 1. Enabl e "true"

Devi ce. STOWP. Connection. 1. Port "61613"

Devi ce. STOWP. Connecti on. 1. Virtual Host "/"

Devi ce. STOWP. Connecti on. 1. Enabl eHear t beats "true"

Devi ce. STOWP. Connect i on. 1. Qut goi ngHeart beat " 30000"

Devi ce. STOWP. Connection. 1. | nconm ngHear t beat "300000"

Devi ce. STOW. Connection. 1. ServerRetrylnitial I nterval "60"

Devi ce. STOWP. Connection. 1. ServerRetryl nterval Mul tiplier "2000"

Devi ce. STOWP. Connection. 1. Server RetryMaxI nterval "30720"

I nternal . Reboot. Cause "Local Fact or yReset"

MQTT



# | MPORTANT: Modify Device. MJIT. Cli ent. 1. Broker Address with the I P address of your CDRouter
Devi ce. Local Agent. Control |l er. 1. EndpointID "proto::controller-id"

Devi ce. MJTT. C i ent. 1. Broker Address "192.168. 100. 128"

Devi ce. Local Agent . MTP. 1. MJTT. ResponseTopi cConfi gured "/agent - pat h"

Devi ce. MJTT. C i ent. 1. Usernane "qacafe"

Devi ce. MJTT. C i ent. 1. Password "qacafel23"

Devi ce. Local Agent . Endpoi ntI D "proto::agent-id"

Devi ce. Local Agent. MIP. 1. Ali as "cpe- 1"

Devi ce. Local Agent. MIP. 1. Prot ocol "MJTT"

Devi ce. Local Agent . MTP. 1. Enabl e "true"

Devi ce. Local Agent . MTP. 1. MJTT. Ref erence "Device. MJIT.d i ent. 1"

Devi ce. Local Agent. Controller.1. Alias "cpe-1"

Devi ce. Local Agent . Control |l er. 1. Enable "true"

Devi ce. Local Agent. Control |l er. 1. Assi gnedRol e "Devi ce. Local Agent. Control | er Trust. Rol e. 1"
Devi ce. Local Agent. Controller. 1. Periodi cNotiflnterval "600"

Devi ce. Local Agent . Control |l er. 1. Periodi cNotifTime "0001-01-01T00: 00: 00Z"
Devi ce. Local Agent. Control |l er.1. USPNoti f RetryM ni numAai tInterval "5"

Devi ce. Local Agent. Controller. 1. USPNotifRetrylnterval Mul tiplier "2000"

Devi ce. Local Agent . Control l er. 1. Control | erCode ""

Devi ce. Local Agent. Controller.1. MIP. 1. Alias "cpe-1"

Devi ce. Local Agent . Control |l er. 1. MIP. 1. Enabl e "true"

Devi ce. Local Agent. Control |l er. 1. MIP. 1. Prot ocol "MQTT"

Devi ce. Local Agent. Controller.1. MTP. 1. MJIT. Ref erence "Device. MJIT.d i ent. 1"
Devi ce. Local Agent . Control |l er. 1. MTP. 1. MJTT. Topi ¢ "/control | er-path"

Devi ce. MQTT. C i ent. 1. Protocol Version "5.0"
Device. MJIT. Cl i ent. 1. Broker Port "1883"

Devi ce. MJIT. C i ent. 1. Transport Prot ocol "TCP/IP"
Device. MJIT.Client. 1. Alias "cpe-1"

Devi ce. MJTT. Cl i ent. 1. Enabl e true

Device. MJIT.Client.1.CientID""

Devi ce. MJTT. Cl i ent. 1. KeepAl i veTi ne "60"
I nternal . Reboot . Cause "Local Fact oryReset"

WebSockets

# | MPORTANT: Mbdi fy Device. Local Agent. Controller. 1. MTP. 1. WebSocket . Host with the I P address of your CDRouter
Devi ce. Local Agent . Control l er. 1. EndpointID "proto::controller-id"
Devi ce. Local Agent . Endpoi ntI D "proto::agent-id"

.Protocol "WbSocket"

. WebSocket . Host "192. 168. 100. 128"

. \\bSocket . Port "80"

. WebSocket . Path "/controll er-path"

. WebSocket . Enabl eEncryption "fal se"

. WebSocket . KeepAl i vel nterval "2000"

. WebSocket . Sessi onRet ryM ni numAai t I nterval "5"

Devi ce. Local Agent . Control | er. . WebSocket . Sessi onRetryl nterval Mul tiplier "2000"
Devi ce. Local Agent. Control |l er.1. MTP. 1. Enable "true"

Devi ce. Local Agent. MIP. 1. Enabl e "true"

Devi ce. Local Agent . MTP. 1. Prot ocol "WebSocket "

Devi ce. Local Agent. MTP. 1. WebSocket . Port " 80"

Devi ce. Local Agent. MTP. 1. WebSocket . Path "/ agent - pat h"

Devi ce. Local Agent . MTP. 1. WebSocket . Enabl eEncryption "fal se"

Devi ce. Local Agent. MTP. 1. WebSocket . KeepAl i vel nterval "2000"

Devi ce. Local Agent. Controller.1. Alias "cpe-1"

Devi ce. Local Agent . Control |l er. 1. Enable "true"

Devi ce. Local Agent. Control |l er. 1. Assi gnedRol e "Devi ce. Local Agent. Control | er Trust. Rol e. 1"
Devi ce. Local Agent . Control l er. 1. PeriodicNotiflnterval "600"
1
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Devi ce. Local Agent . Control ler.
Devi ce. Local Agent. Control |l er.
Devi ce. Local Agent . Control | er.
Devi ce. Local Agent . Control |l er.
Devi ce. Local Agent . Control | er.
Devi ce. Local Agent . Control ler.
Devi ce. Local Agent. Control |l er.
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Devi ce. Local Agent. Control |l er. 1. Periodi cNotifTinme "0001-01-01T00: 00: 00Z"
Devi ce. Local Agent. Control |l er.1. USPNotifRetryM ni numAaitlnterval "5"
Devi ce. Local Agent . Control ler. 1. USPNotifRetrylnterval Ml tiplier "2000"
Devi ce. Local Agent. Controller.1. ControllerCode ""

I nternal . Reboot . Cause "Local Fact oryReset"



Configuring CDRouter
The following instructions are for configuring CDRouter for testing with a RPi running RDK-B. Some tweaking may be necessary with other devices.
First add a new configuration using the CDRouter Web GUI.

Then you need to modify the following testvars:

192.168.100. 1
255. 255. 255. 240

testvar wanlsplp
testvar wanl spMask

If you don't connect CDRouter's designated LAN port to RPi using an ethernet to USB dongle, then you must connect a network switch to CDRouter's
designated LAN port instead and set the lanMode testvar to 'static":

testvar | anMbde static

Replace the "USP Add-On" section in the configuration with the text below.

If you are testing using a different MTP than STOMP, modify the testvar uspControllerMTP appropriately.

SECTI ON " CDRout er USP Add- On" {

testvar supportsUSP yes

SECTI ON "Basic Controller Configuration" {

# testvar uspControllerlD
# testvar uspControllerinterface

# testvar uspControllerlpMde
testvar uspControllerlpv4

# testvar uspControllerlpvé

# testvar uspControllerPort

# testvar uspControllerPath

proto::controller-id

wan
i pvd-only

192. 168. 100. 128
6000: : 2
aut o

/controller-path

testvar uspControl | erUseNonPayl oadProtecti on no
testvar uspControl | erUseSessi onCont ext no
testvar uspController MIP st onp
testvar uspController MIPEncryption no
# testvar uspControllerUSPEncryption no
# testvar uspControll erDonain controller.cdroutertest.com
# testvar uspSegnentati onEnabl e no
# testvar uspSegnentationSize aut o
testvar uspController MIPCert Pat h /usr/cdrouter/tests/cdroutertest. pem
# testvar uspControl | er MIPCaCert Pat h /usr/cdrouter/tests/eco_agent_root.crt

# testvar uspControl | er USPCaCert Pat h
# testvar uspControl | erUSPCert Pat h

# testvar uspControll erSenderCertPath
testvar uspControllerVerifyRecordlintegrity

# testvar uspControll erHost

# testvar uspControllerUsername
# testvar uspControllerPassword

}
SECTI ON "Basi ¢ Agent Configuration" {

# testvar uspAgent!|D

/usr/cdrouter/tests/w | dcard. cdroutertest.comca. pem
/usr/cdrouter/tests/w | dcard. cdroutertest.com pem

/usr/cdrouter/tests/w | dcard. cdroutertest.com pem
no

any

gacaf e
gacaf el23

proto::agent-id



# testvar uspAgentl pv4
# testvar uspAgent| pv6
# testvar uspAgent Port
# testvar uspAgent Path

# testvar uspMessageTi neout

}
SECTI ON "USP Scenarios" {
# testvar uspScenari oPath

# testvar uspScenari oSi ngl eMbde
# testvar uspScenari oBootstrap

}

SECTI ON "Data Mdel " {
# testvar uspSki pParaneters
# testvar uspModifyParaneters

# testvar uspSupportedDat avbdel

SECTI ON "Cust om USP Data Model " {

| GNORE testvar_group usp_profile_1 {

# testvar uspProfil eNane
# testvar uspProfilePath

}

aut o
aut o
aut o
[ agent - path

30

/ home/ dev/ myUSPScenari o. usp
no
/ home/ dev/ myBoot st rapScenari 0. usp

enpty
enpty
al |

nmyVendor Par anet er s
/ hore/ dev/ nyVendor Par anet er s. xm

SECTI ON "USP Agent Data Model Configuration" {

testvar uspParaneterPat hl

testvar uspParanet er Pat h2

testvar uspM ssi ngPar anet er Pat h
testvar uspExternal | yChangeabl ePar am

Devi ce. Devi cel nf o. Manuf act ur er QUI

Device. | P.Interface. 1. Name

Devi ce. Devi cel nf 0. Devi ceCat egory

Devi ce. Local Agent . Control |l er. 1. MIP. 1. CoAP. Host

# testvar uspNotificationParanVanual Change yes

# testvar uspNotificationParanmNewval ue

testvar uspCbjectl
testvar uspQbject?2

testvar uspValidSearchPat h
testvar uspVal i dSear chPat hResul t Par am
testvar uspVal i dSear chPat hResul t Val ue

testvar uspFirnwarel mage
testvar uspOrigi nal Fi rmwar el mage
testvar usplnactiveFi rmwareS! ot

myCust onPar anet er Val ue

Devi ce. Bri dgi ng. Bri dge.
Devi ce. Rout er Adverti senent. I nterfaceSetting.

{Device.lP.Interface. [ Name=="brl an0"].}
Alias
"Primary LAN'

/ hone/ gacaf e/ i mageC. t xt
/ hone/ gqacaf e/ i nageA. t xt
Devi ce. Devi cel nf o. Fi r mnar el nage. 2

Finally you will need to create a test package containing the tests to run. For example the tests from the USP -> usp.tcl group.
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