Feature Validation : Xconf Server

® Pre-requisite

Admin Ul: Common Configuration

Feature Validation: LogUpload

Feature Validation: Telemetry

Feature Validation: Telemetry2_0

Feature Validation: Remote Feature Control (RFC)
Firmware Upgradation for RPI using Xconf Server

Pre-requisite
® Access to Raspberry Pi terminal.
® Access to Xconf server from browser https://xconf.rdkcentral.com:19093/admin/ux/loginForm

© For Admin mode(read and writ permission) -> username : admin, password: RdkXcadm$2120
© For User mode(only read mode) -> username: user, password: RdkXcusr@2210

Admin Ul: Common Configuration

® Define Environments

Flow: Xconf-server -> Common -> Environments
Click on Create Button.
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Click on Create, Enter the ID and Description fields, click on Save.
ID : <Unique Identifier> ; Description : <Description>
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Environment

® Define Models

Flow: Xconf-server -> Common -> Models
Click on Create, Enter the ID and Description fields, click on Save.
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Model
Id RPI4B_TEST_2023
Description Xconf Feature Validation
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® Define Mac List
Flow: Xconf-server -> Common -> MAC Lists -> Create -> Add your Device MAC address -> Save.
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Add MAC List Croose

Name

Browse

RPI4B_TEST_2023

Data

E4:5F:01:FB:13:48|

Cancel

® Define IP List

Flow: Xconf-server -> Common -> IP Lists -> Create-> Create -> Add your device IP address -> Save.
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Add IP List

Name

RPI4B_TEST_2023

Data

192.168.225.59

Cancel

Feature Validation: LogUpload

® |n Raspberry Board, add the server details for log upload.
® Configure the Bellow details to dcm.properties and comment out the other details .

File : /etc/dcm.properties

LOG_SERVER=xconf.rdkcentral.com
DCM_LOG_SERVER-=https://xconf.rdkcentral.com/xconf/logupload.php

DCM_LOG_SERVER_URL=https://xconf.rdkcentral.com:19092/loguploader/getSettings
DCM_SCP_SERVER=xconf.rdkcentral.com

HTTP_UPLOAD_LINK=https://xconf.rdkcentral.com/xconf/telemetry_upload.php
DCA_UPLOAD_URL=xconf.rdkcentral.com

DCM_HTTP_SERVER_URL=https://xconf.rdkcentral.com/xconf/telemetry_upload.php
DCM_LA_SERVER_URL=https://xconf.rdkcentral.com/xconf/logupload.php

® In Xconf Ul Change Application to stb in top right corner of the window.
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® Defining the Upload repositories

Flow: Xconf-server -> DCM -> Upload repository -> create ->save
Name: <Unique Identifier>

Description: <Unique Identifier>

URL: HTTPS: https://xconf.rdkcentral.com/xconf/logupload.php
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Update Upload repository

Name
RPI4-RDKB-XCONF_Repository
Description

RPI4-RDKB xconf server Log upload Repository

URL

HTTPS || hitps/fxconf.rdkcentral.com

B -

® Defining the formula

Flow: Xconf-server -> DCM -> Formulas -> Create
Name: <unique name for log upload>

Description: <Short description for log upload>
Percentage: 100

Build condition: estbMacAddress IS <MAC Address> OR estbIP IS <IP Address>

(or) estbMacAddress IS <MAC Address> AND model is <Model Name> (Model name is already configured under Common Tab)

& xconfrdkcentral.com:19093/admin/ux/?#/formula/edit/?formulasSize=83
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Create Formula

Properties

Name RPI4B_TEST_2023

Default formula: ~

Deseription Priority w
ge of resp with level three logs
L1 percentsge | 0 12 pereentage | 0

L3perceniage | 0

Build condition

® As soon as the formula is saved, then a ‘define Settings’ tab with ‘Create Device Settings’, ‘Create log settings’, Create VOD settings’ will be
available.



Defire settings

Canale Log Upload settings Croale VOI safbngs

® Click on 'Create Device Settings' tab and edit the Device Settings.

Create Device Settings

Mame RFI4B_TEST_2023 Expression 21111
Minutes 2
CheckOnReboot true b
Hours 1
Are active true w

Dray of menth i
Type ActMow w

Manth 1
Time zone uTC w

dayOfvesk | 1|

Time Window {minutes) 0

® Click on ‘Create Log Update setting’ and Edit the Log upload Setting (Create schedule & add the upload repository created beforehand).

Name: Enter the name given during Log Upload Formula Creation.
Note: The formula will be effective only if we select 'Are Settings Active' option to 'true' in 'Create Device Settings' and 'Log Upload settings'.



Edit Log Upload Settings

Settings
Mame = RPI4&ROKB-XCONF Mumber Of Days | 1
Upload On Reboot true L Are Setlings Aclive true L
Upload repasitory RPI14-RDKB-XCONF_Repository ~
Schedule
Type Acthow '
Cron Expression | 21111 Time zone uTc w
Minutes 2 ExpressionL1
Hours 1
Expressicnl2
Day of month 1
Manth 1 ExpressionL3
day0OfWeek 1

Time Window (minutes) | 0

Verification at Xconf Ul.

® Test Page for Log Upload
Flow: Xconf-Server -> DCM ->Test Page

® Parameters: give a parameter that will match the one of the formulas that you have created.
o estbMacAddress < MAC Address> or
O estblP <IP Address>
© model <Model Name>



& xconfrdkcentral.com:

‘dcm/testpage
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Test page

Parameters

Tast With Paramatars.

Context

Output(Settings)

Log Upload: Client End Verification (In RPI)

® Remove already existing DCM Settings config files under /tmp
rm -rf Amp/DCM*
® Restart the log upload service in Raspberry Pi using the command
systemctl restart CcspTelemetry.service
root@RaspberryPi-Gateway:~# systemctl restart CcspTelemetry.service
® Verify through CURL command
curl -i 'https://xconf.rdkcentral.com:19092/loguploader/getSettings?estbIP=<IP ADDRESS>'
or
curl -i 'https://xconf.rdkcentral.com:19092/loguploader/getSettings?estbMacAddress=<MAC-Address>"

® Sample Output:




® On successful Log upload, conf file will be created under /tmp directory. This file contains the details of log upload settings which are already
configured in the server.
File : /tmp/DCMSettings.conf

® Verify the logs in /rdklogs/logs/dcmscript.log file
® The log file contains the details of
O Service status, tftp details, reboot flag , check on reboot flag ,
O Upload settings details — location, protocol.
® Shows list of files which are to be uploaded to the server as a tar file (logs will be zipped and creates a tar file on every bootup/service restart),
Backup folder details (/rdklogs/logs/PreviousLogs_backup)
® HTTP request processing status.
® Log files are stored in .tgz format and markers are stored in <mac_address>-TELE-<date>.json

< (& @ xconfrdkcentral.com/xconf/u Q 2 %« » 0O &
Log Portal
Show [10_~ | entries Search: [E45F.01.FB:13.48 Logs
File Name Date
E4.5F.01.FB:13.48-Logs-04-11-23-07-014M.1gz April 11 2023 07:03 AM UTC
E4:5F:01:FB:13:48-Logs-04-11-23-07-04AM tgz April 11 2023 07:06 AM UTC
E4:5F:01:FB:13:45-Logs-04-11-23-07-05AM.tgz April 11 2023 07:06 AM UTC
E4:5F:01:FE:13:4B-Logs-04-11-23-07-10AM.tgz April 11 2023 07:11 AM UTC
File Name Date
Showing 1 to 4 of 4 entries (filtered from 13,927 total entries) Previous 1 | Mext
Last cleanup done: February 18 2021 23:06

® Json response on server
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,{"PartnerLd":"RDKM"},{"AccountLd":"Unknown"}, {"Version": "rdkb-generic-broadband-inage_rdk-

® Sample log

root@RaspberryPi-Gateway:/rdklogs/logs# tail -f dcmscript.log &

[1] 6839

root@RaspberryPi-Gateway:/rdklogs/logs# Starting execution of DCMscript.sh

TFTP_SERVER: xconf.rdkcentral.com

Telemetry Profile File Being Used : /tmp/DCMSettings.conf

230411-07:01:54.887232 dca upload url from dcmresponse is https://xconf.rdkcentral.com/xconf/telemetry_upload.php
Build Type: dev Log file: 04-11-23-07-01AM.tgz TFTP Server: https://xconf.rdkcentral.com/xconf/logupload.php Protocol: 0
UploadHttpLink: O

The Previous Logs folder is missing


http://RaspberryPi-Gateway/rdklogs/logs
http://RaspberryPi-Gateway/rdklogs/logs
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230411-07:01:55.237896 dca : Only Direct connection is available
230411-07:01:55.259956 dca: Sleeping for 9 before upload.

Uploading Logs with DCM UploadOnReboot set to true

Build Type: dev Log file: 04-11-23-07-01AM.tgz TFTP Server: https://xconf.rdkcentral.com/xconf/logupload.php Protocol: 0
UploadHttpLink: O

Uploading Logs with DCM UploadOnReboot set to true
230411-07:02:05.562055 dca: Direct connection success - ret:0
230411-07:02:05.574482 dca: Json message successfully submitted.
/lib/rdk/uploadSTBLogs.sh: line 167: /bin/timestamp: No such file or directory
Processing file...04-11-23-07-02AM-ArmConsolelog.txt.0
/lib/rdk/uploadSTBLogs.sh: line 167: /bin/timestamp: No such file or directory
Processing file...04-11-23-07-02AM-BootTime.log

Nlib/rdk/uploadSTBLogs.sh: line 167: /bin/timestamp: No such file or directory
Processing file...04-11-23-07-02AM-CRIlog.txt.0

/lib/rdk/uploadSTBLogs.sh: line 167: /bin/timestamp: No such file or directory
Processing file...04-11-23-07-02AM-Consolelog.txt.0
Nlib/rdk/uploadSTBLogs.sh: line 167: /bin/timestamp: No such file or directory
Processing file...04-11-23-07-02AM-FirewallDebug.txt
Nlib/rdk/uploadSTBLogs.sh: line 167: /bin/timestamp: No such file or directory
Processing file...04-11-23-07-02AM-LM.txt.0

/lib/rdk/uploadSTBLogs.sh: line 167: /bin/timestamp: No such file or directory
Processing file...04-11-23-07-02AM-MnetDebug.txt
Nlib/rdk/uploadSTBLogs.sh: line 167: /bin/timestamp: No such file or directory
Processing file...04-11-23-07-02AM-PAMIog.txt.0

/lib/rdk/uploadSTBLogs.sh: line 167: /bin/timestamp: No such file or directory
Processing file...04-11-23-07-02AM-PARODUSIog.txt.0
/lib/rdk/uploadSTBLogs.sh: line 167: /bin/timestamp: No such file or directory
Processing file...04-11-23-07-02AM-PSMlog.txt.0

Nlib/rdk/uploadSTBLogs.sh: line 167: /bin/timestamp: No such file or directory
Processing file...04-11-23-07-02AM-TDMIlog.txt.0

/lib/rdk/uploadSTBLogs.sh: line 167: /bin/timestamp: No such file or directory
Processing file...04-11-23-07-02AM-TR69l0g.txt.0

Nlib/rdk/uploadSTBLogs.sh: line 167: /bin/timestamp: No such file or directory
Processing file...04-11-23-07-02AM-WEBPAIlog.txt.0
Nlib/rdk/uploadSTBLogs.sh: line 167: /bin/timestamp: No such file or directory
Processing file...04-11-23-07-02AM-WiFilog.txt.0

/lib/rdk/uploadSTBLogs.sh: line 167: /bin/timestamp: No such file or directory
Processing file...04-11-23-07-02AM-dcmscript.log
Nlib/rdk/uploadSTBLogs.sh: line 167: /bin/timestamp: No such file or directory
Processing file...04-11-23-07-02AM-swupdate.log

/lib/rdk/uploadSTBLogs.sh: line 167: /bin/timestamp: No such file or directory
Processing file...04-11-23-07-02AM-version.txt
04-11-23-07-02AM-ArmConsolelog.txt.0

04-11-23-07-02AM-BootTime.log

04-11-23-07-02AM-CRIlog.txt.0

04-11-23-07-02AM-Consolelog.txt.0

04-11-23-07-02AM-FirewallDebug.txt

04-11-23-07-02AM-LM.txt.0

04-11-23-07-02AM-MnetDebug.txt

04-11-23-07-02AM-PAMIog.txt.0

04-11-23-07-02AM-PARODUSIo0g.txt.0

04-11-23-07-02AM-PSMlog.txt.0

04-11-23-07-02AM-TDMlog.txt.0

04-11-23-07-02AM-TR69l0g.txt.0

04-11-23-07-02AM-WEBPAIl0g.txt.0

04-11-23-07-02AM-WiFilog.txt.0

04-11-23-07-02AM-dcmscript.log

04-11-23-07-02AM-swupdate.log

04-11-23-07-02AM-version.txt

Uploading logs 04-11-23-07-01AM.tgz onto https://xconf.rdkcentral.com/xconf/logupload.php
tar: 04-11-23-07-01AM.tgz: file is the archive; skipping
04-11-23-07-02AM-ArmConsolelog.txt.0

04-11-23-07-02AM-BootTime.log

04-11-23-07-02AM-CRIlo0g.txt.0

04-11-23-07-02AM-Consolelog.txt.0

04-11-23-07-02AM-FirewallDebug.txt

04-11-23-07-02AM-LM.txt.0

04-11-23-07-02AM-MnetDebug.txt

04-11-23-07-02AM-PAMIo0g.txt.0

04-11-23-07-02AM-PARODUSI0g.txt.0

04-11-23-07-02AM-PSMlog.txt.0

04-11-23-07-02AM-TDMlog.txt.0

04-11-23-07-02AM-TR69l0g.txt.0

04-11-23-07-02AM-WEBPAIlo0g.txt.0

04-11-23-07-02AM-WiFilog.txt.0

04-11-23-07-02AM-dcmscript.log

04-11-23-07-02AM-swupdate.log
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04-11-23-07-02AM-version.txt

Uploading logs 04-11-23-07-01AM.tgz onto https://xconf.rdkcentral.com/xconf/logupload.php
Moving to Previous Logs Backup Folder

Moving to Previous Logs Backup Folder

tail: decmscript.log: file truncated

Uploading Logs with DCM UploadOnReboot set to true

Telemetry Profile File Being Used : /tmp/DCMSettings.conf
230411-07:05:11.424110 dca upload url from decmresponse is https://xconf.rdkcentral.com/xconf/telemetry_upload.php
Build Type: dev Log file: 04-11-23-07-05AM.tgz TFTP Server: https://xconf.rdkcentral.com/xconf/logupload.php Protocol: 0
UploadHttpLink: O

230411-07:05:11.667428 dca : Only Direct connection is available
230411-07:05:11.685759 dca: Sleeping for 9 before upload.

Uploading Logs with DCM UploadOnReboot set to true
230411-07:05:22.145133 dca: Direct connection success - ret:0
230411-07:05:22.154718 dca: Json message successfully submitted.
/lib/rdk/uploadSTBLogs.sh: line 167: /bin/timestamp: No such file or directory
Processing file...04-11-23-07-05AM-ArmConsolelog.txt.0
Nlib/rdk/uploadSTBLogs.sh: line 167: /bin/timestamp: No such file or directory
Processing file...04-11-23-07-05AM-BootTime.log

/lib/rdk/uploadSTBLogs.sh: line 167: /bin/timestamp: No such file or directory
Processing file...04-11-23-07-05AM-CRlog.txt.0

/lib/rdk/uploadSTBLogs.sh: line 167: /bin/timestamp: No such file or directory
Processing file...04-11-23-07-05AM-Consolelog.txt.0
Nlib/rdk/uploadSTBLogs.sh: line 167: /bin/timestamp: No such file or directory
Processing file...04-11-23-07-05AM-FirewallDebug.txt
/lib/rdk/uploadSTBLogs.sh: line 167: /bin/timestamp: No such file or directory
Processing file...04-11-23-07-05AM-LM.txt.0

Nlib/rdk/uploadSTBLogs.sh: line 167: /bin/timestamp: No such file or directory
Processing file...04-11-23-07-05AM-MnetDebug.txt
Nlib/rdk/uploadSTBLogs.sh: line 167: /bin/timestamp: No such file or directory
Processing file...04-11-23-07-05AM-PAMIog.txt.0

/lib/rdk/uploadSTBLogs.sh: line 167: /bin/timestamp: No such file or directory
Processing file...04-11-23-07-05AM-PARODUSIo0g.txt.0
Nlib/rdk/uploadSTBLogs.sh: line 167: /bin/timestamp: No such file or directory
Processing file...04-11-23-07-05AM-PSMlog.txt.0

/lib/rdk/uploadSTBLogs.sh: line 167: /bin/timestamp: No such file or directory
Processing file...04-11-23-07-05AM-TDMlog.txt.0

Nlib/rdk/uploadSTBLogs.sh: line 167: /bin/timestamp: No such file or directory
Processing file...04-11-23-07-05AM-TR69l0g.txt.0

Nlib/rdk/uploadSTBLogs.sh: line 167: /bin/timestamp: No such file or directory
Processing file...04-11-23-07-05AM-WEBPAI0g.txt.0
/lib/rdk/uploadSTBLogs.sh: line 167: /bin/timestamp: No such file or directory
Processing file...04-11-23-07-05AM-WiFilog.txt.0

Nlib/rdk/uploadSTBLogs.sh: line 167: /bin/timestamp: No such file or directory
Processing file...04-11-23-07-05AM-dcmscript.log
/lib/rdk/uploadSTBLogs.sh: line 167: /bin/timestamp: No such file or directory
Processing file...04-11-23-07-05AM-swupdate.log

/lib/rdk/uploadSTBLogs.sh: line 167: /bin/timestamp: No such file or directory
Processing file...04-11-23-07-05AM-version.txt
04-11-23-07-05AM-ArmConsolelog.txt.0

04-11-23-07-05AM-BootTime.log

04-11-23-07-05AM-CRIlog.txt.0

04-11-23-07-05AM-Consolelog.txt.0

04-11-23-07-05AM-FirewallDebug.txt

04-11-23-07-05AM-LM.txt.0

04-11-23-07-05AM-MnetDebug.txt

04-11-23-07-05AM-PAMIog.txt.0

04-11-23-07-05AM-PARODUSI0g.txt.0

04-11-23-07-05AM-PSMlog.txt.0

04-11-23-07-05AM-TDMlog.txt.0

04-11-23-07-05AM-TR69l0g.txt.0

04-11-23-07-05AM-WEBPAIlo0g.txt.0

04-11-23-07-05AM-WiFilog.txt.0

04-11-23-07-05AM-dcmscript.log

04-11-23-07-05AM-swupdate.log

04-11-23-07-05AM-version.txt

Uploading logs 04-11-23-07-04AM.tgz onto https://xconf.rdkcentral.com/xconf/logupload.php
04-11-23-07-04AM.tgz

04-11-23-07-05AM-ArmConsolelog.txt.0

04-11-23-07-05AM-BootTime.log

04-11-23-07-05AM-CRIlog.txt.0

04-11-23-07-05AM-Consolelog.txt.0

04-11-23-07-05AM-FirewallDebug.txt

04-11-23-07-05AM-LM.txt.0

04-11-23-07-05AM-MnetDebug.txt

04-11-23-07-05AM-PAMIog.txt.0

04-11-23-07-05AM-PARODUSIog.txt.0
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04-11-23-07-05AM-PSMlog.txt.0

04-11-23-07-05AM-TDMlog.txt.0

04-11-23-07-05AM-TR69l0g.txt.0

04-11-23-07-05AM-WEBPAIlo0g.txt.0

04-11-23-07-05AM-WiFilog.txt.0

04-11-23-07-05AM-dcmscript.log

04-11-23-07-05AM-swupdate.log

04-11-23-07-05AM-version.txt

Uploading logs 04-11-23-07-05AM.tgz onto https://xconf.rdkcentral.com/xconf/logupload.php
Moving to Previous Logs Backup Folder

Moving to Previous Logs Backup Folder

Telemetry Profile File Being Used : /tmp/DCMSettings.conf

230411-07:10:11.594295 dca upload url from decmresponse is https://xconf.rdkcentral.com/xconf/telemetry_upload.php
Build Type: dev Log file: 04-11-23-07-10AM.tgz TFTP Server: https://xconf.rdkcentral.com/xconf/logupload.php Protocol: 0
UploadHttpLink: O

230411-07:10:11.968455 dca : Only Direct connection is available

230411-07:10:11.997319 dca: Sleeping for 9 before upload.

Uploading Logs with DCM UploadOnReboot set to true

230411-07:10:22.212030 dca: Direct connection success - ret:0

230411-07:10:22.222547 dca: Json message successfully submitted.
04-11-23-07-10AM-ArmConsolelog.txt.0

04-11-23-07-10AM-BootTime.log

04-11-23-07-10AM-CRIlog.txt.0

04-11-23-07-10AM-Consolelog.txt.0

04-11-23-07-10AM-FirewallDebug.txt

04-11-23-07-10AM-LM.txt.0

04-11-23-07-10AM-MnetDebug.txt

04-11-23-07-10AM-PAMIo0g.txt.0

04-11-23-07-10AM-PARODUSIog.txt.0

04-11-23-07-10AM-PSMlog.txt.0

04-11-23-07-10AM-TDMlog.txt.0

04-11-23-07-10AM-TR69l0g.txt.0

04-11-23-07-10AM-WEBPAIl0g.txt.0

04-11-23-07-10AM-WiFilog.txt.0

04-11-23-07-10AM-dcmscript.log

04-11-23-07-10AM-swupdate.log

04-11-23-07-10AM-version.txt

Uploading logs 04-11-23-07-10AM.tgz onto https://xconf.rdkcentral.com/xconf/logupload.php
Moving to Previous Logs Backup Folder

Telemetry Profile File Being Used : /tmp/DCMSettings.conf

230411-07:15:11.910473 dca upload url from dcmresponse is https://xconf.rdkcentral.com/xconf/telemetry_upload.php
Build Type: dev Log file: 04-11-23-07-15AM.tgz TFTP Server: https://xconf.rdkcentral.com/xconf/logupload.php Protocol: 0
UploadHttpLink: O

230411-07:15:12.207803 dca : Only Direct connection is available

230411-07:15:12.235454 dca: Sleeping for 9 before upload.

Uploading Logs with DCM UploadOnReboot set to true

230411-07:15:22.507326 dca: Direct connection success - ret:0

230411-07:15:22.516624 dca: Json message successfully submitted.
04-11-23-07-15AM-ArmConsolelog.txt.0

04-11-23-07-15AM-BootTime.log

04-11-23-07-15AM-CRIog.txt.0

04-11-23-07-15AM-Consolelog.txt.0

04-11-23-07-15AM-FirewallDebug.txt

04-11-23-07-15AM-LM.txt.0

04-11-23-07-15AM-MnetDebug.txt

04-11-23-07-15AM-PAMIog.txt.0

04-11-23-07-15AM-PARODUSI0g.txt.0

04-11-23-07-15AM-PSMlog.txt.0

04-11-23-07-15AM-TDMlog.txt.0

04-11-23-07-15AM-TR69l0g.txt.0

04-11-23-07-15AM-WEBPAIl0g.txt.0

04-11-23-07-15AM-WiFilog.txt.0

04-11-23-07-15AM-dcmscript.log

04-11-23-07-15AM-swupdate.log

04-11-23-07-15AM-version.txt

04-11-23-07-15AM-wifihealth.txt

Uploading logs 04-11-23-07-15AM.tgz onto https://xconf.rdkcentral.com/xconf/logupload.php
Moving to Previous Logs Backup Folder

Telemetry Profile File Being Used : /tmp/DCMSettings.conf

230411-07:20:11.916415 dca upload url from decmresponse is https://xconf.rdkcentral.com/xconf/telemetry_upload.php
Build Type: dev Log file: 04-11-23-07-20AM.tgz TFTP Server: https://xconf.rdkcentral.com/xconf/logupload.php Protocol: 0
UploadHttpLink: O

230411-07:20:12.155150 dca : Only Direct connection is available

230411-07:20:12.173850 dca: Sleeping for 9 before upload.

Uploading Logs with DCM UploadOnReboot set to true

230411-07:20:22.367094 dca: Direct connection success - ret:0

230411-07:20:22.375902 dca: Json message successfully submitted.
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04-11-23-07-20AM-ArmConsolelog.txt.0
04-11-23-07-20AM-BootTime.log

04-11-23-07-20AM-CRIog.txt.0

04-11-23-07-20AM-Consolelog.txt.0
04-11-23-07-20AM-FirewallDebug.txt

04-11-23-07-20AM-LM.txt.0

04-11-23-07-20AM-MnetDebug.txt

04-11-23-07-20AM-PAMIog.txt.0
04-11-23-07-20AM-PARODUSI0g.txt.0
04-11-23-07-20AM-PSMlog.txt.0

04-11-23-07-20AM-TDMlog.txt.0

04-11-23-07-20AM-TR69l0g.txt.0

04-11-23-07-20AM-WEBPAIl0g.txt.0

04-11-23-07-20AM-WiFilog.txt.0

04-11-23-07-20AM-dcmscript.log

04-11-23-07-20AM-swupdate.log

04-11-23-07-20AM-version.txt

04-11-23-07-20AM-wifihealth.txt

Uploading logs 04-11-23-07-20AM.tgz onto https://xconf.rdkcentral.com/xconf/logupload.php
Moving to Previous Logs Backup Folder

Telemetry Profile File Being Used : /tmp/DCMSettings.conf
230411-07:25:16.689426 dca upload url from dcmresponse is https://xconf.rdkcentral.com/xconf/telemetry_upload.php
Build Type: dev Log file: 04-11-23-07-25AM.tgz TFTP Server: https://xconf.rdkcentral.com/xconf/logupload.php Protocol: 0
UploadHttpLink: O

230411-07:25:16.919765 dca : Only Direct connection is available
230411-07:25:16.938127 dca: Sleeping for 9 before upload.
Uploading Logs with DCM UploadOnReboot set to true
230411-07:25:27.298600 dca: Direct connection success - ret:0
230411-07:25:27.307538 dca: Json message successfully submitted.
04-11-23-07-25AM-ArmConsolelog.txt.0
04-11-23-07-25AM-BootTime.log

04-11-23-07-25AM-CRIlog.txt.0

04-11-23-07-25AM-Consolelog.txt.0
04-11-23-07-25AM-FirewallDebug.txt

04-11-23-07-25AM-LM.txt.0

04-11-23-07-25AM-MnetDebug.txt

04-11-23-07-25AM-PAMIog.txt.0
04-11-23-07-25AM-PARODUSI0g.txt.0
04-11-23-07-25AM-PSMlog.txt.0

04-11-23-07-25AM-TDMlog.txt.0

04-11-23-07-25AM-TR69l0g.txt.0

04-11-23-07-25AM-WEBPAIl0g.txt.0

04-11-23-07-25AM-WiFilog.txt.0

04-11-23-07-25AM-dcmscript.log

04-11-23-07-25AM-swupdate.log

04-11-23-07-25AM-version.txt

04-11-23-07-25AM-wifihealth.txt

Uploading logs 04-11-23-07-25AM.tgz onto https://xconf.rdkcentral.com/xconf/logupload.php
Moving to Previous Logs Backup Folder

Telemetry Profile File Being Used : /tmp/DCMSettings.conf
230411-07:30:11.690231 dca upload url from decmresponse is https://xconf.rdkcentral.com/xconf/telemetry_upload.php
Build Type: dev Log file: 04-11-23-07-30AM.tgz TFTP Server: https://xconf.rdkcentral.com/xconf/logupload.php Protocol: 0
UploadHttpLink: O

230411-07:30:11.924824 dca : Only Direct connection is available
230411-07:30:11.943922 dca: Sleeping for 9 before upload.
Uploading Logs with DCM UploadOnReboot set to true
230411-07:30:22.136394 dca: Direct connection success - ret:0
230411-07:30:22.145563 dca: Json message successfully submitted.
04-11-23-07-30AM-ArmConsolelog.txt.0
04-11-23-07-30AM-BootTime.log

04-11-23-07-30AM-CRIog.txt.0

04-11-23-07-30AM-Consolelog.txt.0
04-11-23-07-30AM-FirewallDebug.txt

04-11-23-07-30AM-LM.txt.0

04-11-23-07-30AM-MnetDebug.txt

04-11-23-07-30AM-PAMIog.txt.0
04-11-23-07-30AM-PARODUSIog.txt.0
04-11-23-07-30AM-PSMlog.txt.0

04-11-23-07-30AM-TDMlog.txt.0

04-11-23-07-30AM-TR69l0g.txt.0

04-11-23-07-30AM-WEBPAIl0g.txt.0

04-11-23-07-30AM-WiFilog.txt.0

04-11-23-07-30AM-dcmscript.log

04-11-23-07-30AM-swupdate.log

04-11-23-07-30AM-version.txt

04-11-23-07-30AM-wifihealth.txt

Uploading logs 04-11-23-07-30AM.tgz onto https://xconf.rdkcentral.com/xconf/logupload.php
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Moving to Previous Logs Backup Folder

Telemetry Profile File Being Used : /tmp/DCMSettings.conf

230411-07:35:13.203201 dca upload url from decmresponse is https://xconf.rdkcentral.com/xconf/telemetry_upload.php
Build Type: dev Log file: 04-11-23-07-35AM.tgz TFTP Server: https://xconf.rdkcentral.com/xconf/logupload.php Protocol: 0
UploadHttpLink: O

230411-07:35:13.427803 dca : Only Direct connection is available

230411-07:35:13.446079 dca: Sleeping for 9 before upload.

Uploading Logs with DCM UploadOnReboot set to true

230411-07:35:24.082882 dca: Direct connection success - ret:0

230411-07:35:24.092352 dca: Json message successfully submitted.
04-11-23-07-35AM-ArmConsolelog.txt.0

04-11-23-07-35AM-BootTime.log

04-11-23-07-35AM-CRIog.txt.0

04-11-23-07-35AM-Consolelog.txt.0

04-11-23-07-35AM-FirewallDebug.txt

04-11-23-07-35AM-LM.txt.0

04-11-23-07-35AM-MnetDebug.txt

04-11-23-07-35AM-PAMIog.txt.0

04-11-23-07-35AM-PARODUSIo0g.txt.0

04-11-23-07-35AM-PSMlog.txt.0

04-11-23-07-35AM-TDMlog.txt.0

04-11-23-07-35AM-TR69l0g.txt.0

04-11-23-07-35AM-WEBPAIl0g.txt.0

04-11-23-07-35AM-WiFilog.txt.0

04-11-23-07-35AM-dcmscript.log

04-11-23-07-35AM-swupdate.log

04-11-23-07-35AM-version.txt

04-11-23-07-35AM-wifihealth.txt

Uploading logs 04-11-23-07-35AM.tgz onto https://xconf.rdkcentral.com/xconf/logupload.php
Moving to Previous Logs Backup Folder

Attaching sample file : B8_27 _EB_22_16_36-Logs-11-10-21-07-00AM.tgz

Feature Validation: Telemetry

® Telemetry configuration can be done by adding a permanent profile which contains below objects
© Upload repository
© Profile options (Header, content, frequency etc.)
® Creating a targeting rule which is basically mapping the profile to a set of MAC/IP/Device etc
®* Note: DCM settings should be already done for the devices that you are going to set telemetry configuration.

® Create a new Telemetry Profile.
Flow: X-conf-server -> Telemetry -> Permanent Profiles -> Create button

onf - P~ DOM-

-.:'!:I' 4l E-

o

Permanent profiles — E o

Hamse Behedule Action
L P

Adlap i Az / p .

® The permanent profile must have the below entries
© Name of the RPI device profile
© Upload Repository (HTTP/TFTP, HTTPS)(HTTPS:https://xconf.rdkcentral.com/xconf/telemetry_upload.php)
O Telemetry profile Entries(We can add multiple telemetry profiles using “+” button.
© In the Telemetry Permanent Profile page, there will be a 5th column that allows a component name to be entered. The component name
is optional and may be present for only some of the entries in the Telemetry profile.
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@ xconfrdkeentral.com:19093/admin/ux/7#/permanentprofile/edit/bdd232de-75ff-47d4-afd1-1ca9904c1e07 aQ

o6 sarn &
Onf Common - Firmware ~ DCM - Telemelry ~ Setfings ~ RFC ~ Tools - Changes ~ 0441172023

sio v 06:26:09

o
o

Permanent profile

Name
RP14-RDKB-XCONF
Schedule

sgazes

Upload repository

HTTPS | hitp: nf.rdkcentral.comsx

Telemetry profile entries

Total_Online_Clignt RDKB_CONNECTED_GLIER event 2

PAM enteredhotspot_update_circu event 1

Total_online_clients_split RDKB_CONNECTED_GCLIEN LM.txt 1]

Firewall starting firewall service FirewallDebug.txt 0

® Once you save the permanent profile, you will get a message overlay ‘Profile added to the pending changes’. Then go to Changes -> select the
profile you create -> Click on “Approve selected changes”.

@ xconf.rdkcentral.com:19093/admin/ux/?#/changes Q

(= 4
e oo &
Onf Commeon ~ Firmware - DCM ~ Telemefry ~ Setfings ~ RFC ~ Tools ~ Changes ~ 0411172023
st v 06:28:36

Telemetry Profile Changes

Pending 21 ) | History 4 Approve selected changes
Entity User Action Diff Updated
i A 111/2023 6:27,
E;‘I:CRSN admin UPDATE TR SUE s 04/11/2023 6:27AM UTC Cancel
- HEADER: Toral_online_Client
F B CONTENT: ROKB_CONNECTED_CLIENTS:Total Online_Clients
+ CONTENT: RDKB_CONNECTED_CLIENTS:Total_Online_Clients
TYPE: event
POLLING FREQUENCY: 2
COMPONENT :




8 xconf.rdkcentral.com:19093/admin/ux/?#/changes Q =2 ¥ B

0 Approve confirmation

Are you sure you want to approve 1 selected changes?

® Then the permanent profile will be listed under Telemetry - > Permanent profiles.
® Creating targeting rules for RPI

Flow: X-conf-server -> Telemetry -> Targeting rules -> Create

© Name : Name of the Targeting Rule

© Rule: ex : estbMacAddress IS <MAC Address>

© Bound Profile : Choose the Permanent Profile

o]

& xconf.rdkcentral.com:19093/admin/ux/?#/targetingrule/edit/8b2265f3-3722-495f-b9a6-2f7d31c9378¢ Q =
* zinin
Onf Common - Firmware ~ DCM - Telemetry ~ Settings ~ RFC ~ Tools ~ Changes ~ 0471172023
stb ~ O 063259

Targeting rule

Rule name:

RPI4-RDKB-XCONF

estblP IS 192.188225.58

Bound profile:

AND || OR O not 12 ~ + ]l
_/ _/ j/l RPI4-RDKE-XCONF v

Save GCancel

® Verification of telemetry test page.
After creating the permanent profile and targeting rules, go to Telemetry->Test page and give a parameter that will match the one of the rules that
you have created. Then matched rule will be displayed like below.



a v «
Application admin [3
04/11/2023

stb 3 06:38:54

8 xconfrdkcentral.com
JConf
Test page

Parameters

Enter context parameters like estbMacAddress or envimedel. Hit 'Test with parameters’ button to see results.

Test With Paramelers

Context

{"estblP™"192.165.225.85","application

Matched rules

Name: Deepika_DT
Profile: Deepika_DT

® Verification via curl command
The same url used for logupload verification can be used here too, the response will have telemetry settings data like below (urn:settings:

TelemetryProfile)
curl -i 'https://xconf.rdkcentral.com:19092/loguploader/getSettings?estbMacAddress=<MAC-Address>'

Sample Output

® Server configuration that we set in Xconf server is copied to /tmp/DCMSettings.conf file.




® Logs and Telemetry markers are uploaded via HTTPS to the xconf server https://xconf.rdkcentral.com/xconf/upload/ (To view the page : https://xc
onf.rdkcentral.com/xconf/upload/display.php)

® Log files are stored in .tgz format and markers are stored in <mac_address>-TELE-<date>.json

® Sample Log is as below

opensource platforms-------------------mereum---
TELEMETRY_PREVIOUS_LOG_COMPLETE-------------- /tmp/.telemetry_previous_log_done
230411-06:59:32.843185 waiting for previous log done file
TELEMETRY_PREVIOUS _LOG_COMPLETE-------------- /tmp/.telemetry_previous_log_done
230411-06:59:42.866790 waiting for previous log done file
TELEMETRY_PREVIOUS_LOG_COMPLETE-------------- /tmp/.telemetry_previous_log_done
230411-06:59:52.890779 waiting for previous log done file
TELEMETRY_PREVIOUS_LOG_COMPLETE-------------- /tmp/.telemetry_previous_log_done
230411-07:00:02.914375 waiting for previous log done file
TELEMETRY_PREVIOUS LOG_COMPLETE-------------- /tmp/.telemetry_previous_log_done
230411-07:00:12.937990 waiting for previous log done file
TELEMETRY_PREVIOUS_LOG_COMPLETE-------------- /tmp/.telemetry_previous_log_done
230411-07:00:22.961802 waiting for previous log done file
TELEMETRY_PREVIOUS_LOG_COMPLETE-------------~ /tmp/.telemetry_previous_log_done
230411-07:00:32.986518 waiting for previous log done file
TELEMETRY_PREVIOUS_LOG_COMPLETE-------------- /tmp/.telemetry_previous_log_done
230411-07:00:43.011579 waiting for previous log done file
TELEMETRY_PREVIOUS_LOG_COMPLETE-------------- /tmp/.telemetry_previous_log_done
230411-07:00:53.035361 waiting for previous log done file
TELEMETRY_PREVIOUS _LOG_COMPLETE-------------- /tmp/.telemetry_previous_log_done
230411-07:01:03.059069 waiting for previous log done file
TELEMETRY_PREVIOUS_LOG_COMPLETE-------------- /tmp/.telemetry_previous_log_done
230411-07:01:13.083146 waiting for previous log done file
TELEMETRY_PREVIOUS_LOG_COMPLETE-------------- /tmp/.telemetry_previous_log_done
230411-07:01:23.107606 waiting for previous log done file
TELEMETRY_PREVIOUS _LOG_COMPLETE-------------- /tmp/.telemetry_previous_log_done
230411-07:01:33.131361 waiting for previous log done file
230411-07:01:43.146667 Max wait for previous log done file reached. Proceeding with new config from xconf
before calling dca_utility start of TELEMETRY LOGIC-------=---------
inside dca_utility script with 1 as value for arguments
No dca-utility pid -------
230411-07:01:43.329827 First dca execution after bootup. Clearing all markers.
230411-07:01:43.360777 Telemetry Folder does not exist . Creating now
230411-07:01:43.383522 dca: Trigger typeis :1
triggertype------------ 1

% Total % Received % Xferd Average Speed Time Time Time Current

Dload Upload Total Spent Left Speed

100 1890 0 1890 O O 1231 0--:--:-- 0:00:01 --:--:-- 1230
sleep for :--------m--memeee
770
calling processJsonResponse--------
after calling processJsonResponse-----------
after calling clearTelemetryConfig---
after calling generateTelemetryConfig- -
schedulecronjob!!

230411-07:01:52.295101 getAccountld() called from: /lib/rdk/dca_utility.sh - partner_id retrieved from syscfg.db : RDKM
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230411-07:01:52.423759 getAccountld() called from: /lib/rdk/dca_utility.sh - account_id is not available from syscfg.db or tr181
param, defaulting to Unknown...
outputjson--------------- {"Profile":"RDKB"} {"mac":"E4:5F:01:FB:13:4B"} {"erouterlpv4":"192.168.225.58"},{"erouterlpv6":"
<#=#>EROUTER_IPV6<#=#>"} {"Partnerld":"RDKM"} {"Accountld":"Unknown"},{"Version":"rdkb-generic-broadband-image_rdk-
next_20230405075111"},{" Time":"2023-04-11 07:01:52"}
outputjsonl--------------- {"searchResult":[{"Firewall":"9"} {"Profile":"RDKB"},{"mac":"E4:5F:01:FB:13:4B"},{" erouterlpv4":"
192.168.225.58"},{"erouterlpv6":"<#=#>EROUTER_IPV6<#=#>"}{"Partnerld":"RDKM"} {"Accountld":"Unknown"}{"Version":"rdkb-
generic-broadband-image_rdk-next_20230405075111"} {" Time":"2023-04-11 07:01:52"}]}
TELEMETRY_JSON_RESPONSE file is ----------- /nvram/rtl_json.txt
number of proUPdel:90
Upload protocol is:HTTPS
HTTPURL:https://xconf.rdkcentral.com/xconf/logupload.php
ifconfig: ethO: error fetching interface information: Device not found
ifconfig: ethO: error fetching interface information: Device not found
=============Telemetry has file only one upload
call uploadLogOnReboot
Sleeping for seven minutes
ifconfig: ethO: error fetching interface information: Device not found
grep: /etc/syslog.conf: No such file or directory
grep: /etc/syslog.conf: No such file or directory
call uploadLogOnReboot
Sleeping for seven minutes
230411-07:02:04.286149 dca: Using Direct commnication
number of proUPdel1:90
Upload protocol telemetry is:HTTPS
before HTTP upload
number of httpdeli:90
HTTPTELEMETRYURL:https://xconf.rdkcentral.com/xconf/telemetry_upload.php
------ CURL_CMD:curl --tlsv1.2 -w '%{http_code}\n' -H "Accept: application/json" -H "Content-type: application/json" -X POST -d @
/nvram/rtl_json.txt 'https://xconf.rdkcentral.com/xconf/telemetry_upload.php' --connect-timeout 30 -m 30

% Total % Received % Xferd Average Speed Time Time Time Current

Dload Upload Total Spent Left Speed

100 299 O 0 100 299 O 263 0:00:01 0:00:01 --:--:-- 263
http code in telemetry is :200

Done sleeping prev logpath /rdklogs/logs//PreviousLogs

ckpl100-------------| prev log path------------- /rdklogs/logs//PreviousLogs
rm: cannot remove "04-11-23-07-01AM.tgz": No such file or directory
ckp101--------mnmmmmmmeen upload log-----true

total 563

drwxr-xr-x 2 root root 1024 Apr 11 07:02 .

drwxr-xr-x 4 root root 3072 Apr 11 07:01 ..

-rw-r--r-- 1 root root 9240 Apr 11 07:02 04-11-23-07-02AM-ArmConsolelog.txt.0
-rw-r--r-- 1 root root 529 Apr 11 07:01 04-11-23-07-02AM-BootTime.log
-rw-r--r-- 1 root root 13541 Apr 11 07:02 04-11-23-07-02AM-CRIlog.txt.0
-rw-r--r-- 1 root root 63697 Apr 11 07:02 04-11-23-07-02AM-Consolelog.txt.0
-rw-r--r-- 1 root root 85613 Apr 11 07:01 04-11-23-07-02AM-FirewallDebug.txt
-rw-r--r-- 1 root root 2659 Apr 11 07:02 04-11-23-07-02AM-LM.txt.0

-rw-r--r-- 1 root root 17456 Apr 11 07:01 04-11-23-07-02AM-MnetDebug.txt
-rw-r--r-- 1 root root 89703 Apr 11 07:02 04-11-23-07-02AM-PAMIog.txt.0
-rw-r--r-- 1 root root 7557 Apr 11 07:02 04-11-23-07-02AM-PARODUSI|og.txt.0
-rw-r--r-- 1 root root 152586 Apr 11 07:02 04-11-23-07-02AM-PSMlog.txt.0
-rw-r--r-- 1 root root 2967 Apr 11 07:02 04-11-23-07-02AM-TDMIlog.txt.0
-rw-r--r-- 1 root root 10988 Apr 11 07:02 04-11-23-07-02AM-TR69l0g.txt.0
-rw-r--r-- 1 root root 67106 Apr 11 07:02 04-11-23-07-02AM-WEBPAIlo0g.txt.0
-rw-r--r-- 1 root root 36328 Apr 11 07:02 04-11-23-07-02AM-WiFilog.txt.0
-rw-r--r-- 1 root root 730 Apr 11 07:01 04-11-23-07-02AM-dcmscript.log
-rw-r--r-- 1 root root 1094 Apr 11 07:01 04-11-23-07-02AM-swupdate.log
-rw-r--r-- 1 root root 203 Apr 11 07:02 04-11-23-07-02AM-version.txt

Done sleeping prev logpath /rdklogs/logs//PreviousLogs

ckp100-------------| prev log path------------- /rdklogs/logs//PreviousLogs
rm: cannot remove "04-11-23-07-01AM.tgz": No such file or directory
ckpl0l------mmmmmmmmmmmmee upload log-----true

total 563

drwxr-xr-x 2 root root 1024 Apr 11 07:02 .

drwxr-xr-x 4 root root 3072 Apr 11 07:01 ..

-rw-r--r-- 1 root root 9240 Apr 11 07:02 04-11-23-07-02AM-ArmConsolelog.txt.0
-rw-r--r-- 1 root root 529 Apr 11 07:01 04-11-23-07-02AM-BootTime.log
-rw-r--r-- 1 root root 13541 Apr 11 07:02 04-11-23-07-02AM-CRlog.txt.0
-rw-r--r-- 1 root root 63697 Apr 11 07:02 04-11-23-07-02AM-Consolelog.txt.0
-rw-r--r-- 1 root root 85613 Apr 11 07:01 04-11-23-07-02AM-FirewallDebug.txt
-rw-r--r-- 1 root root 2659 Apr 11 07:02 04-11-23-07-02AM-LM.txt.0

-rw-r--r-- 1 root root 17456 Apr 11 07:01 04-11-23-07-02AM-MnetDebug.txt
-rw-r--r-- 1 root root 89703 Apr 11 07:02 04-11-23-07-02AM-PAMIog.txt.0
-rw-r--r-- 1 root root 7557 Apr 11 07:02 04-11-23-07-02AM-PARODUSIo0g.txt.0
-rw-r--r-- 1 root root 152586 Apr 11 07:02 04-11-23-07-02AM-PSMlog.txt.0
-rw-r--r-- 1 root root 2967 Apr 11 07:02 04-11-23-07-02AM-TDMIlog.txt.0
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-rw-r--r-- 1 root root 10988 Apr 11 07:02 04-11-23-07-02AM-TR69l0g.txt.0
-rw-r--r-- 1 root root 67106 Apr 11 07:02 04-11-23-07-02AM-WEBPAIlog.txt.0
-rw-r--r-- 1 root root 36328 Apr 11 07:02 04-11-23-07-02AM-WiFilog.txt.0
-rw-r--r-- 1 root root 730 Apr 11 07:01 04-11-23-07-02AM-dcmscript.log
-rw-r--r-- 1 root root 1094 Apr 11 07:01 04-11-23-07-02AM-swupdate.log
-rw-r--r-- 1 root root 203 Apr 11 07:02 04-11-23-07-02AM-version.txt

Image Upgrade During Bootup ..!
Main APP of devinitFWDNLD---
2023-04-11 07:03:31 version = rdkb-generic-broadband-image_rdk-next_20230405075111
2023-04-11 07:03:31 buildtype = dev
Mac in jsonstr:E4:5F:01:FB:13:4B&model=RPI&capabilities=RCDL&capabilities=supportsFullHttpUrl
2023-04-11 07:03:31 JSONSTR: E4:5F:01:FB:13:4B&model=RPI&capabilities=RCDL&capabilities=supportsFullHttpUr|
Trying to communicate with XCONF server
URL_CMD: curl -w %f{http_code} 'https://xconf.rdkcentral.com:19092/xconf/swu/stbh?eStbMac=E4:5F:01:FB:13:
4B&model=RPI&capabilities=RCDL&capabilities=supportsFullHttpUrl' -o /rdklogs/logs/response.txt >> /rdklogs/logs
Ixconf_curl_httpcode
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 529 0 529 O O 344 0--i-:-- 0:00:01 --:--:-- 344
CKP: error from cloud exiting,check in upcoming reboot-------------
number of proUPdel2:90
Upload protocol logupload is:HTTPS
before HTTP log upload
HTTPLOGUPLOADURL:https://xconf.rdkcentral.com/xconf/logupload.php
upload log file is:04-11-23-07-01AM.tgz
------ CURL_CMD2:curl -w '%{http_code}\n' -F filename=@/rdklogs/logs//PreviousLogs/E4:5F:01:FB:13:4B-Logs-04-11-23-07-01AM.
tgz 'https://xconf.rdkcentral.com/xconf/logupload.php' --connect-timeout 100 -m 100
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 65042 100 30 10065012 15 33719 0:00:02 0:00:01 0:00:01 33735
http_code is :200

number of proUPdel2:90

Upload protocol logupload is:HTTPS

before HTTP log upload

HTTPLOGUPLOADURL:https://xconf.rdkcentral.com/xconf/logupload.php

upload log file is:04-11-23-07-01AM.tgz

—————— CURL_CMD2:curl -w '%{http_code}\n' -F filename=@/rdklogs/logs//PreviousLogs/E4:5F:01:FB:13:4B-Logs-04-11-23-07-01AM.

tgz 'https://xconf.rdkcentral.com/xconf/logupload.php' --connect-timeout 100 -m 100
% Total % Received % Xferd Average Speed Time Time Time Current

Dload Upload Total Spent Left Speed
100 65042 100 30 10065012 16 36198 0:00:01 0:00:01 --:--:-- 36214
http_code is :200

230411-07:04:32.736994 Log size max reached
230411-07:04:32.821587 UPLOAD_LOGS val is false
230411-07:04:32.829339 Log upload is disabled. Removing indicator in regular upload
/rdklogger/rdkbLogMonitor.sh: line 884: cd: /tmp/logs/: No such file or directory
/rdklogger/rdkbLogMonitor.sh: line 894: cd: OLDPWD not set
230411-07:04:32.932390 Get all parameters to create sysDescr...
230411-07:04:33.351295 RDKB_SYSDESCR : Raspberry Pi 3 device HW_REV: b03115; VENDOR: Raspberry Pi Foundation ;
BOOTR: BootloaderVersion; SW_REV: NotSupported_rdkb-generic-broadband-image_rdk-next_20230405075111; MODEL: RPI
230411-07:04:33.359898 sync logs to nvram?2
tail: error reading “/rdklogs/logs/PreviousLogs': Is a directory
tail: error reading “/rdklogs/logs/PreviousLogs_backup': Is a directory
cat: /sys/class/net/ethO/address: No such file or directory
230411-07:04:37.763248 [DEBUG] ++IN function backupnvram?2logs
230411-07:04:37.786904 [DEBUG] /rdklogger/rdkbLogMonitor.sh Notify telemetry to execute now before log upload !!!
inside dca_utility script with 1 as value for arguments
No dca-utility pid -------
cp: cannot stat /nvram/.telemetry/rtl_*: No such file or directory
230411-07:04:37.947660 dca: Trigger type is :2
triggertype------------ 2
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed

100 1890 0 1890 O O 1279 0 --:--:-- 0:00:01 --:--:-- 1280

Done Uploading Logs and removing rtl_json.txt file

sleep for :------------mmmm-
dcaoutputjson----ttnii-—f*searchResult":[{"<remaining_keys>":"<remaining_values>"}]}

230411-07:04:44.693759 getAccountld() called from: /lib/rdk/dca_utility.sh - partner_id retrieved from syscfg.db : RDKM
230411-07:04:44.814488 getAccountld() called from: /lib/rdk/dca_utility.sh - account_id is not available from syscfg.db or tr181
param, defaulting to Unknown...

outputjson--------------- {"Profile":"RDKB"},{"mac":"E4:5F:01:FB:13:4B"} {"erouterlpv4":"192.168.225.58"} {"erouterlpv6":"null"},
{"Partnerld":"RDKM"},{"Accountld":"Unknown"}{"Version":"rdkb-generic-broadband-image_rdk-next_20230405075111"} {" Time":"
2023-04-11 07:04:44"}
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outputjsonl--------------- {"searchResult":[{"Profile":"RDKB"},{"mac":"E4:5F:01:FB:13:4B"} {"erouterlpv4":"192.168.225.58"},
{"erouterlpv6":"null"}{"Partnerld":"RDKM"},{" Accountld":"Unknown"},{"Version":"rdkb-generic-broadband-image_rdk-
next_20230405075111"},{" Time":"2023-04-11 07:04:44"}]}
Done Uploading Logs and removing rtl_json.txt file
mv: cannot stat ™*': No such file or directory
TELEMETRY_JSON_RESPONSE file is ----------- /nvram/rtl_json.txt
tail: Consolelog.txt.0: file truncated
call uploadLogOnReboot
Sleeping for seven minutes
No dca-utility pid -------
230411-07:05:00.716689 Telemetry Folder does not exist . Creating now
230411-07:05:00.737089 dca: Trigger typeis :1
triggertype------------ 1

% Total % Received % Xferd Average Speed Time Time Time Current

Dload Upload Total Spent Left Speed

0 0 0 00O 0O O O0O-i-i--i-------i-- ODone sleeping prev logpath /rdklogs/logs//PreviousLogs
ckp100-------------| prev log path------------- /rdklogs/logs//PreviousLogs
rm: cannot remove "04-11-23-07-04AM.tgz": No such file or directory
100 1890 0 1890 0O 0ckpl01--------------------- upload log-----true0
1323 0 --:--:-- 0:00:01 --:--:-- 1323
total 574

drwxr-xr-x 2 root root 1024 Apr 11 07:05 .

drwxr-xr-x 4 root root 3072 Apr 11 07:04 ..

-rw-r--r-- 1 root root 9240 Apr 11 07:04 04-11-23-07-05AM-ArmConsolelog.txt.0
-rw-r--r-- 1 root root 529 Apr 11 07:04 04-11-23-07-05AM-BootTime.log
-rw-r--r-- 1 root root 0 Apr 11 07:04 04-11-23-07-05AM-CRIog.txt.0

-rw-r--r-- 1 root root 74166 Apr 11 07:04 04-11-23-07-05AM-Consolelog.txt.0
-rw-r--r-- 1 root root 85613 Apr 11 07:04 04-11-23-07-05AM-FirewallDebug.txt
-rw-r--r-- 1 root root 0 Apr 11 07:04 04-11-23-07-05AM-LM.txt.0

-rw-r--r-- 1 root root 17456 Apr 11 07:04 04-11-23-07-05AM-MnetDebug.txt
-rw-r--r-- 1 root root 89703 Apr 11 07:04 04-11-23-07-05AM-PAMIog.txt.0
-rw-r--r-- 1 root root 9681 Apr 11 07:04 04-11-23-07-05AM-PARODUSIo0g.txt.0
-rw-r--r-- 1 root root 152586 Apr 11 07:04 04-11-23-07-05AM-PSMlog.txt.0
-rw-r--r-- 1 root root 2967 Apr 11 07:04 04-11-23-07-05AM-TDMIlog.txt.0
-rw-r--r-- 1 root root 10988 Apr 11 07:04 04-11-23-07-05AM-TR69l0g.txt.0
-rw-r--r-- 1 root root 71226 Apr 11 07:04 04-11-23-07-05AM-WEBPAI0g.txt.0
-rw-r--r-- 1 root root 44372 Apr 11 07:04 04-11-23-07-05AM-WiFilog.txt.0
-rw-r--r-- 1 root root 4932 Apr 11 07:04 04-11-23-07-05AM-dcmscript.log
-rw-r--r-- 1 root root 1555 Apr 11 07:04 04-11-23-07-05AM-swupdate.log
-rw-r--r-- 1 root root 203 Apr 11 07:04 04-11-23-07-05AM-version.txt

sleep for :-----------m-mmem-

770

calling processJsonResponse--------

after calling processJsonResponse-----------

after calling clearTelemetryConfig---
after calling generateTelemetryConfig--------
schedulecronjob!!

230411-07:05:08.918136 getAccountld() called from: /lib/rdk/dca_utility.sh - partner_id retrieved from syscfg.db : RDKM
230411-07:05:09.025552 getAccountld() called from: /lib/rdk/dca_utility.sh - account_id is not available from syscfg.db or tr181
param, defaulting to Unknown...
outputjson--------------- {"Profile":"RDKB"},{"mac":"E4:5F:01:FB:13:4B"} {"erouterlpv4":"192.168.225.58"} {"erouterlpv6":"
<#=#>EROUTER_IPV6<#=#>"}{"Partnerld":"RDKM"},{"Accountld":"Unknown"},{"Version":"rdkb-generic-broadband-image_rdk-
next_20230405075111"},{" Time":"2023-04-11 07:05:09"}
outputjsonl--------------- {"searchResult":[{"Profile":"RDKB"},{"mac":"E4:5F:01:FB:13:4B"},{"erouterlpv4":"192.168.225.58"},
{"erouterlpv6":"<#=#>EROUTER_IPV6<#=#>"}{"Partnerld":"RDKM"},{" Accountld":"Unknown"}{"Version":"rdkb-generic-
broadband-image_rdk-next_20230405075111"},{" Time":"2023-04-11 07:05:09"}]}
TELEMETRY_JSON_RESPONSE file is ----------- /nvram/rtl_json.txt
number of proUPdel:90
Upload protocol is:HTTPS
HTTPURL:https://xconf.rdkcentral.com/xconf/logupload.php
ifconfig: ethO: error fetching interface information: Device not found
ifconfig: ethO: error fetching interface information: Device not found
=============Telemetry has file only one upload
call uploadLogOnReboot
Sleeping for seven minutes
230411-07:05:20.709032 dca: Using Direct commnication
number of proUPdel1:90
Upload protocol telemetry is:HTTPS
before HTTP upload
number of httpdeli:90
HTTPTELEMETRYURL:https://xconf.rdkcentral.com/xconf/telemetry_upload.php
------ CURL_CMD:curl --tlsv1.2 -w '%{http_code}\n' -H "Accept: application/json" -H "Content-type: application/json" -X POST -d @
Invram/rtl_json.txt 'https://xconf.rdkcentral.com/xconf/telemetry_upload.php' --connect-timeout 30 -m 30

% Total % Received % Xferd Average Speed Time Time Time Current

Dload Upload Total Spent Left Speed
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100 282 0 0 100 282 O 218 0:00:01 0:00:01 --:--:-- 218
http code in telemetry is :200

Done sleeping prev logpath /rdklogs/logs//PreviousLogs

ckpl100-------------| prev log path------------- /rdklogs/logs//PreviousLogs
rm: cannot remove "04-11-23-07-05AM.tgz": No such file or directory
ckp101--------mnmmmmmmmeen upload log-----true

total 17

drwxr-xr-x 2 root root 3072 Apr 11 07:05 .

drwxr-xr-x 4 root root 3072 Apr 11 07:04 ..

-rw-r--r-- 1 root root 0 Apr 11 07:05 04-11-23-07-05AM-ArmConsolelog.txt.0
-rw-r--r-- 1 root root 0 Apr 11 07:05 04-11-23-07-05AM-BootTime.log
-rw-r--r-- 1 root root 0 Apr 11 07:05 04-11-23-07-05AM-CRIog.txt.0
-rw-r--r-- 1 root root 4176 Apr 11 07:05 04-11-23-07-05AM-Consolelog.txt.0
-rw-r--r-- 1 root root 0 Apr 11 07:05 04-11-23-07-05AM-FirewallDebug.txt
-rw-r--r-- 1 root root 0 Apr 11 07:05 04-11-23-07-05AM-LM.txt.0

-rw-r--r-- 1 root root 0 Apr 11 07:05 04-11-23-07-05AM-MnetDebug.txt
-rw-r--r-- 1 root root 0 Apr 11 07:05 04-11-23-07-05AM-PAMIlog.txt.0
-rw-r--r-- 1 root root 121 Apr 11 07:05 04-11-23-07-05AM-PARODUSIo0g.txt.0
-rw-r--r-- 1 root root 175 Apr 11 07:05 04-11-23-07-05AM-PSMlog.txt.0
-rw-r--r-- 1 root root 0 Apr 11 07:05 04-11-23-07-05AM-TDMIlog.txt.0
-rw-r--r-- 1 root root 0 Apr 11 07:05 04-11-23-07-05AM-TR69l0g.txt.0
-rw-r--r-- 1 root root 0 Apr 11 07:05 04-11-23-07-05AM-WEBPAIlo0g.txt.0
-rw-r--r-- 1 root root 1236 Apr 11 07:05 04-11-23-07-05AM-WiFilog.txt.0
-rw-r--r-- 1 root root 485 Apr 11 07:05 04-11-23-07-05AM-dcmscript.log
-rw-r--r-- 1 root root 0 Apr 11 07:05 04-11-23-07-05AM-swupdate.log
-rw-r--r-- 1 root root 203 Apr 11 07:05 04-11-23-07-05AM-version.txt

number of proUPdel2:90

Upload protocol logupload is:HTTPS

before HTTP log upload

HTTPLOGUPLOADURL:https://xconf.rdkcentral.com/xconf/logupload.php

upload log file is:04-11-23-07-04AM.tgz

—————— CURL_CMD2:curl -w '%{http_code}\n' -F filename=@/rdklogs/logs//PreviousLogs/E4:5F:01:FB:13:4B-Logs-04-11-23-07-04AM.

tgz 'https://xconf.rdkcentral.com/xconf/logupload.php' --connect-timeout 100 -m 100
% Total % Received % Xferd Average Speed Time Time Time Current

Dload Upload Total Spent Left Speed
100 2675 100 30 100 2645 24 2189 0:00:01 0:00:01 --:--:-- 2216
http_code is :200

number of proUPdel2:90

Upload protocol logupload is:HTTPS

before HTTP log upload

HTTPLOGUPLOADURL:https://xconf.rdkcentral.com/xconf/logupload.php

upload log file is:04-11-23-07-05AM.tgz

------ CURL_CMD2:curl -w '%{http_code}\n' -F filename=@/rdklogs/logs//PreviousLogs/E4:5F:01:FB:13:4B-Logs-04-11-23-07-05AM.

tgz 'https://xconf.rdkcentral.com/xconf/logupload.php' --connect-timeout 100 -m 100
% Total % Received % Xferd Average Speed Time Time Time Current

Dload Upload Total Spent Left Speed
100 5432 100 30 100 5402 25 4554 0:00:01 0:00:01 --:--:-- 4583
http_code is :200

Done Uploading Logs and removing rtl_json.txt file
Done Uploading Logs and removing rtl_json.txt file
mv: cannot stat *': No such file or directory
230411-07:08:48.518731 RDK_LOGGER: Syncing every 10 minutes for initial 30 minutes
230411-07:08:48.527724 sync logs to nvram2
tail: error reading “/rdklogs/logs/PreviousLogs': Is a directory
tail: error reading “/rdklogs/logs/PreviousLogs_backup': Is a directory
killall: mldproxy: no process killed
mldproxy not found
No dca-utility pid -------
cp: cannot stat /nvram/.telemetry/rtl_*: No such file or directory
230411-07:10:00.749149 dca: Trigger typeis :1
triggertype------------ 1
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 1890 O 1890 O O 1276 0 --:--:-- 0:00:01 --:--:-- 1275
sleep for :------------mmmm-
770
calling processJsonResponse--------
after calling processJsonResponse-----------
after calling clearTelemetryConfig--- -
after calling generateTelemetryConfig--------
schedulecronjob!!
after calling scheduleCron-------------------
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230411-07:10:09.023676 getAccountld() called from: /lib/rdk/dca_utility.sh - partner_id retrieved from syscfg.db : RDKM
230411-07:10:09.132621 getAccountld() called from: /lib/rdk/dca_utility.sh - account_id is not available from syscfg.db or tr181
param, defaulting to Unknown...
outputjson--------------- {"Profile":"RDKB"},{"mac":"E4:5F:01:FB:13:4B"} {"erouterlpv4":"192.168.225.58"} {"erouterlpv6":"
<#=#>EROUTER_IPV6<#=#>"}{"Partnerld":"RDKM"},{"Accountld":"Unknown"},{"Version":"rdkb-generic-broadband-image_rdk-
next_20230405075111"},{" Time":"2023-04-11 07:10:09"}
outputjsonl--------------- {"searchResult":[{"Profile":"RDKB"},{"mac":"E4:5F:01:FB:13:4B"},{"erouterlpv4":"192.168.225.58"},
{"erouterlpv6":"<#=#>EROUTER_IPV6<#=#>"}{"Partnerld":"RDKM"},{" Accountld":"Unknown"}{"Version":"rdkb-generic-
broadband-image_rdk-next_20230405075111"},{" Time":"2023-04-11 07:10:09"}]}
TELEMETRY_JSON_RESPONSE file is ----------- /nvram/rtl_json.txt
number of proUPdel:90
Upload protocol is:HTTPS
HTTPURL:https://xconf.rdkcentral.com/xconf/logupload.php
ifconfig: ethO: error fetching interface information: Device not found
ifconfig: ethO: error fetching interface information: Device not found
=============Telemetry has file only one upload
call uploadLogOnReboot
Sleeping for seven minutes
230411-07:10:21.023097 dca: Using Direct commnication
number of proUPdel1:90
Upload protocol telemetry is:HTTPS
before HTTP upload
number of httpdeli:90
HTTPTELEMETRYURL:https://xconf.rdkcentral.com/xconf/telemetry_upload.php
------ CURL_CMD:curl --tlsv1.2 -w '%{http_code}\n' -H "Accept: application/json" -H "Content-type: application/json" -X POST -d @
Invram/rtl_json.txt 'https://xconf.rdkcentral.com/xconf/telemetry_upload.php' --connect-timeout 30 -m 30

% Total % Received % Xferd Average Speed Time Time Time Current

Dload Upload Total Spent Left Speed

100 282 0O 0 100 282 0O 262 0:00:01 0:00:01 --:--:-- 262
http code in telemetry is :200

Done sleeping prev logpath /rdklogs/logs//PreviousLogs

ckp100-------------| prev log path------------- /rdklogs/logs//PreviousLogs
rm: cannot remove "04-11-23-07-10AM.tgz": No such file or directory
ckpl0l------m--mmmmmmmemee upload log-----true

total 43

drwxr-xr-x 2 root root 3072 Apr 11 07:10 .

drwxr-xr-x 4 root root 3072 Apr 11 07:07 ..

-rw-r--r-- 1 root root 0 Apr 11 07:10 04-11-23-07-10AM-ArmConsolelog.txt.0
-rw-r--r-- 1 root root 0 Apr 11 07:10 04-11-23-07-10AM-BootTime.log
-rw-r--r-- 1 root root 0 Apr 11 07:10 04-11-23-07-10AM-CRIog.txt.0
-rw-r--r-- 1 root root 11314 Apr 11 07:10 04-11-23-07-10AM-Consolelog.txt.0
-rw-r--r-- 1 root root 0 Apr 11 07:10 04-11-23-07-10AM-FirewallDebug.txt
-rw-r--r-- 1 root root 0 Apr 11 07:10 04-11-23-07-10AM-LM.txt.0

-rw-r--r-- 1 root root 0 Apr 11 07:10 04-11-23-07-10AM-MnetDebug.txt
-rw-r--r-- 1 root root 433 Apr 11 07:10 04-11-23-07-10AM-PAMIlog.txt.0
-rw-r--r-- 1 root root 981 Apr 11 07:10 04-11-23-07-10AM-PARODUSIog.txt.0
-rw-r--r-- 1 root root 175 Apr 11 07:10 04-11-23-07-10AM-PSMlog.txt.0
-rw-r--r-- 1 root root 0 Apr 11 07:10 04-11-23-07-10AM-TDMlog.txt.0
-rw-r--r-- 1 root root 0 Apr 11 07:10 04-11-23-07-10AM-TR69l0g.txt.0
-rw-r--r-- 1 root root 0 Apr 11 07:10 04-11-23-07-10AM-WEBPAI0g.txt.0
-rw-r--r-- 1 root root 15798 Apr 11 07:10 04-11-23-07-10AM-WiFilog.txt.0
-rw-r--r-- 1 root root 4635 Apr 11 07:10 04-11-23-07-10AM-dcmscript.log
-rw-r--r-- 1 root root 0 Apr 11 07:10 04-11-23-07-10AM-swupdate.log
-rw-r--r-- 1 root root 203 Apr 11 07:10 04-11-23-07-10AM-version.txt

number of proUPdel2:90

Upload protocol logupload is:HTTPS

before HTTP log upload

HTTPLOGUPLOADURL:https://xconf.rdkcentral.com/xconf/logupload.php

upload log file is:04-11-23-07-10AM.tgz

------ CURL_CMD2:curl -w '%{http_code}\n' -F filename=@/rdklogs/logs//PreviousLogs/E4:5F:01:FB:13:4B-Logs-04-11-23-07-10AM.

tgz 'https://xconf.rdkcentral.com/xconf/logupload.php' --connect-timeout 100 -m 100
% Total % Received % Xferd Average Speed Time Time Time Current

Dload Upload Total Spent Left Speed
100 5200 100 30 100 5170 26 4535 0:00:01 0:00:01 --:--:-- 4565
http_code is :200

grep: /etc/syslog.conf: No such file or directory
grep: /etc/syslog.conf: No such file or directory
Done Uploading Logs and removing rtl_json.txt file

® Telemetry Log Markers
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8@ xconfrdkcentral.com/xconf/upload/display.php

Log Portal

File Name

Date

E4:5F:01:FB:13:4B-Logs-04-11-23-07-01AM.tgz

E4'5F:01°FB:13°4B-L 0gs-04-11-23-07-04AM tgz

E4'5F:01°FB:13°4B-1 0gs-04-11-23-07-05AM tgz

E4.5F 01 FB:13:4B-Logs-04-11-23-07-10AM.Igz

April 11 2023 07:03 AM UTC
April 11 2023 07:06 AM UTC
April 11 2023 07:06 AM UTC

April 11 2023 07 11 AM UTC

a =2 w » 0 &

Search: |E45F01.FB:13:46-Logs x

File Name Date
4 entries (filtered from 18,927 total entries) Previous 1 e
Last cleanup done: February 18 2021 23:06
® Content of json Response
c & xconf.rdkcentral.com/xconf/upload/E45F01FB134B_TELE_04-11-2023-07-10AM json Q = %+« » 0 &
{"searchResult": [{"Profile":" I"E4:SF:81:FB:13:48%), {"erouterTpvd’: "182, 188, 225.58" ], {"erouterlpy® ;" ci=i EROUTER_IPVEci=r>"}, {"Partnerld” "RDKM"}, {"Account 16" "Unknown"] , [ "Version”: "rdkb-generic-broadband-inage_rdk-
next_28238485875111° ], (*Tine" 1 87:18:097}]}

Feature Validation: Telemetry2 0

Pre- requisites for enabling Telemetry2_0

Telemetry Version: 2.0.1 (by default telemetry version as 1)

® Configure the below details to dcm.properties and comment out the other details .

File: /etc/dcm.properties
LOG_SERVER=xconf.rdkcentral.com
DCM_LOG_SERVER=https://xconf.rdkcentral.com/xconf/logupload.php

DCM_LOG_SERVER_URL=https://xconf.rdkcentral.com:19092/loguploader/getSettings

DCM_SCP_SERVER=xconf.rdkcentral.com
DCM_LA_SERVER_URL=https://xconf.rdkcentral.com/xconf/logupload.php

® Below are the steps for enabling telemetry 2.0.1 in RPI

1
2
3

/loguploader/getT2Settings
. touch /nvram/enable_t2_debug
. reboot the device
. pidof "telemetry2_0" - check the running status of telemetry2
. T2 DataModel will be loaded

~No oA

. dmcli eRT setv Device.Devicelnfo.X_RDKCENTRAL-COM_RFC.Feature.Telemetry.Enable bool true
. dmcli eRT setv Device.Devicelnfo.X_RDKCENTRAL-COM_RFC.Feature.Telemetry.Version string 2.0.1
. dmcli eRT setv Device.Devicelnfo.X_RDKCENTRAL-COM_RFC.Feature.Telemetry.ConfigURL string https://xconf.rdkcentral.com:19092
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® Below screenshot for enabling the T2 process of version 2.0.1 in RPI

® After reboot the device

® Telemetry 2.0 Report Profiles
Telemetry 2 adds support for RDK Components to send their telemetry data to the T2 component for reporting. This allows for moving away from

the CPU-intensive process of searching through log files for telemetry strings.
Telemetry 2.0 allows for an RDK device to be updated with a set of T2 profiles at any time.

® T2 DataModel
There are 2 parameters under T2 report profiles,
DM Description

1 Device.X_RDKCENTRAL-COM_T2.ReportProfilesMsgPack = Value must be JSON configuration blob in base 64 encoded msgpack format



2 | Device.X_RDKCENTRAL-COM_T2.ReportProfiles Value must be JSON configuration blob in string

® DMCLI SET Command for T2 Report Profile

dmcli eRT setv Device.X_RDKCENTRAL-COM_T2.ReportProfiles string '{"profiles":[{"name":"RDKB_CCSPWiFi_Profile","hash":"hash1" "
value":{"Name":"RDKB_CCSPWifi_Profile","Description":"Report to check WiFi Parameters","Version":"1","Protocol":"HTTP" "
EncodingType":"JSON","ReportingInterval":180," TimeReference":"0001-01-01T00:00:00Z" " ActivationTimeOut":1800,"Parameter":[{"type":"
dataModel","reference":"Profile.Name"} {"type":"dataModel","reference":"Profile.Version"},{"type":"dataModel","reference":"Device.WiFi.
Radio.1.Stats.X_COMCAST-COM_NoiseFloor"},{"type":"event","eventName":"2GclientMac_split","component”:"wifihealth","use":"
absolute"} {"type":"event","eventName":"5GclientMac_split","component":"wifihealth","use":"absolute"},{"type":"event","name":"
wifiradio WIFI_COUNT","eventName":"WIFI_MAC_1_TOTAL_COUNT:0","component":"wifiradio","use":"count","reportEmpty":false},
{"type":"dataModel","name":"UPTIME" ,"reference":"Device.Devicelnfo.UpTime","use":"absolute"}],"HTTP" :{" URL":"http://35.161.239.220
Ixconf/telemetry_upload.php”,"Compression":"None","Method":"POST","RequestURIParameter":[{"Name":"deviceld","Reference":"Device.
Devicelnfo.X_COMCAST-COM_CM_MAC"},{"Name":"reportName","Reference":"Profile.Name"}]},"JSONEncoding":{"ReportFormat":"
NameValuePair","ReportTimestamp":"None"}}},{"name":"RDKB_SelfHeal _Profile","hash":"hash2","value":{"Name":"
RDKB_SelfHeal_Profile","Description":"Report to check SelfHeal Parameters","Version":"2","Protocol":"HTTP","EncodingType":"JSON","
Reportinginterval":180," TimeReference":"0001-01-01T00:00:00Z"," ActivationTimeOut":1800," Parameter":[{"type":"dataModel","reference":"
Profile.Name"},{"type":"dataModel","reference":"Profile.Version"}{"type":"dataModel","name":"UPTIME","reference":"Device.Devicelnfo.
UpTime","use":"absolute"} {"type":"dataModel","reference":"Device.Devicelnfo.UpTime","use":"absolute"},{"type":"event","eventName":"
SYS_ERROR_AdvSecurity_NotRunning","component":"SELF_HEAL","use":"absolute"},{"type":"event","eventName":"
SYS_SH_lighttpdCrash","component":"test-and-diagnostic","use":"count","reportEmpty":false} {"type":"dataModel","name":"
WAN_SSH_STATUS" "reference":"Device.Devicelnfo.X_RDKCENTRAL-COM_Syndication.WANsideSSH.Enable","use":"absolute"}],"HTTP":
{"URL":"http://35.161.239.220/xconf/telemetry_upload.php","Compression":"None","Method":"POST","RequestURIParameter":[{"Name":"
deviceld","Reference":"Device.Devicelnfo.X_COMCAST-COM_CM_MAC"} {"Name":"reportName","Reference":"Profile.Name"}]},"
JSONEnNcoding":{"ReportFormat":"NameValuePair","ReportTimestamp":"None"}}}]}'

®* DMCLI GET




®* Telemetry 2.0 Report Profiles Generation in xconf,
Flow: xconf Server Ul -> Telemetry -> Telemetry 2.0 Profiles -> create

- o R
Onf Common ~  Fimware ~ DCM ~  Telemetry ~  Seftings ~ RFC ~ Tools ~  Changes ~ 11/11/2021
stb v I 07:27:27

Telemetry 2.0 Profile

Name

RPI_RDKB_TEST_Telemetry_2

JSON Config

y 2.0 Test Profile”

01-01T00:00:002"

" “"name": "CmMacT1"

| choose File | No file chosen

Cancel

® Once you save the Telemetry 2.0 profile, you will get a message overlay ‘Profile added to the pending changes’. Then go to Changes -> select
the profile you create -> Click on “Approve selected changes”.




l 0 nf Common ~ Firmware ~ DCM ~ Telemetry - Setlings = RFC - Tools - Changes -

Telemetry 2.0 Profile Changes

Pending 1) ‘ History 0 )
Entity User Action Diff
RPI_RDK admin CREATE -
B TEST +NAME: RPI_RDKB_TEST_Telemetry_2
Te;\emetr; +JSON_CONFIG: {
2

*

3

"

+ “EncodingType": "JSON",

* "ReportingInterval":1860,

+ "TimeReference":"0001-81-21T00:80:802",

+ "Parameter”: [{

+ "type": "dataModel", "name": "CmMacT1",

+ "reference"”: "Device.DeviceInfo.X_COMCAST-CO ™
»

Application admin [3

stb

11/1172021
v 07:39:09

Approve selected changes

Updated

11/11/2021 7:37AM UTC

Cancel

® Create Telemetry 2.0 Targeting Rule
Flow: Xconf Server -> Telemetry > Telemetry 2.0 Rules > create

l O nf Commeoen = Firmware « DCM - Telemetry ~ Settings - RFC ~ Toaols ~ Changes ~

Telemetry 2.0 Targeting rule

Rule and Telemetry 2.0 profile details

Rule Name RPI_RDKB_TEST_Telemetry_2

Telemetry 2.0 profiles RPI_RDKB_TEST Telemetry_2

Rule condition

esibMacAddress 1S B8.27 EE.22.IG.35)

O_F\’/) estblP IS 19216814

Aily O_R‘j O not 1S v ‘z’l

stb

11/11/2021
Y O3 07:45.02

® Verification
Flow: Xconf -Server -> Telemetry > Telemetry 2.0 Test page




* o B
onf Common = Firmware = DCM = Telemetry = Settings = RFC = Tools « Changes « 111172021
stb v 07:55.07

Telemetry 2.0 Test page

Parameters

Enter context parameters like estbMacAddress or env/imodel. Hit "Test with parameters’ button to see results.

estblP 192.168.1.4

Context

{"estblP":"192.168.1.4" "applicationType""stb"}

Matched rules

Name: RPI_RDKB_TEST_Telemetry_2 \
- - - - estbMacAddress IS B&2T.EB22 16.36)

O_Fy estblP IS 192.168.1.4

® Telemetry Profiles
Sample SingleTelemetryProfiles
https://xconf.rdkcentral.com:19092/loguploader/getTelemetryProfiles?estbMacAddress=B8:27:EB:22:16:36

. https:/fxconf.rdkcentral.com909. X | . httpsy/ficonfrokeentral.com09 X @ https/fxconfrdkcentral com90¢ X v = X

3 C & xconfrdkeentral.com:3092/loguploader/getTelemetryProfiles?estbMacAddress=B8:27:8:22:16:36 Q% % &

{"profiles":[{"name": "RPI_RDKB_TEST Telematry 2","versionHash":"7a%4d8b3", "value":{"Name":"Telamatry 2.8 Test
Profile”,"Version":"0.1", "Protocol ™: "HTTP", "EncodingType™: " JS0N", "ReportingInterval®: 1800, "TimeReference” : "0091-01-01700:00: 002", "Parameter™: [{"type": "databodel”, "nane™: "(nMacT1", “reference” : "Device. DeviceInfo . X_COMCAST-
COM_CM_MAC"}, {™type": "dataMode]", "name": "(learResetCount” , "reference”: "Device.DeviceInfo. ClearflesetCount"}, { "type": "datatodel”, "name” :"Desc” , "reference”:"Device.DeviceInfo.Description"},
{"type":"datalode]", "reference": "Device.DeviceInfo. FactoryResetCount™} ,{ "type": "datablode]”, "name" : "MemFree" , "reference™: "Device.Devicelnfo.Hardware_MenFree"},

- :"dataode]", "name" :"Mexlised" , "reference": "Device.DeviceInfu. Hardware_MemUsed"},{"type": "datafiodel”, "nane"; "HaVer", "reference” : "Device.Devicelnfo.HardwareVersion"},
{"type":"datalodel", "name": "MenStatFrea", "reference”: "Device. DevicelInfo. MemoryStatus. Free™},{ "type": "databodel”, "name”: "MenStatTotal", "reference”: "Device. DeviceInfo. MemoryStatus. Total "},
{"type”:"dataModel", "name": "MenStatlUsed", “reference”: "Device. Devicelnfo. MenoryStatus Used™}, {"type": "datablodel”, "name” :"FritenThrshld”, "reference”: "Device.Devicelnfo. MenoryStatus. X_RDKCENTRAL-COM_FreeMenThreshold"},
{"type":"dataModel", "name": "(pullsage", "reference™:"Device.DeviceInfo.ProcessStatus. (PUllsage"}, { "type": "dataMadel”, "nane" : "Uptime" ,"reference" : "Device. Devicelnfo.UpTine"} ], "HTTP":
{"URL":"http: //35.161.239.226/xconf [telemetry_upload.php”,"Compression": "None", "Method":"POST", "RequestURIParaneter”: [ {"Name™: "device", "Reference™:"Device.DeviceInfo. X_COMCAST-COM_(M MAC™},
{"Neme®:"reporthame” , *Reference": "Profile, Name"},{"Name": "reportVersion" , "Reference”; "Profile. Version"}]}," JS0NEncoding" :{ "ReportFornat": “NameValuePair" , "ReportTimestamp"; "None" 111}

® Log Verification in RPI
Path: rdklogs/logs/
file: telemetry2_0.txt.0



https://xconf.rdkcentral.com:9092/loguploader/getTelemetryProfiles?estbMacAddress=B8:27:EB:22:16:36




® Verification via curl command
curl -i 'https://xconf.rdkcentral.com:19092/loguploader/getTelemetryProfiles?estbMacAddress=B8:27:EB:22:16:36'

Note : For T2 the profile validation using dmcli is available at the moment , For Configuring T2 profiles in XCONF Ul ,webconfig support is mandatory.



https://xconf.rdkcentral.com:9092/loguploader/getTelemetryProfiles?estbMacAddress=B8:27:EB:22:16:36

Feature Validation: Remote Feature Control (RFC)

Note : For RFC Validation Webconfig cloud server support is needed ,Below details includes Client and Xconf Server side configurations only.

® Configuration In RPI
configure the xconf server URL in below path
File: /etc/rfc.properties
URL : RFC_CONFIG_SERVER_URL=https://xconf.rdkcentral.com:19092/featureControl/getSettings

® Verify the existing(default) value of TR181 parameters

root@RaspberryPi-Gateway:~# dmcli eRT getv Device.Devicelnfo.X_RDKCENTRAL-COM_RFC.Feature. TRO69support.Enable
CR component name is: eRT.com.cisco.spvtg.ccsp.CR
subsystem_prefix eRT.
getv from/to component(eRT.com.cisco.spvtg.ccsp.pam): Device.Devicelnfo.X_RDKCENTRAL-COM_RFC.Feature. TR0O69support.Enable
Execution succeed.
Parameter 1 name: Device.Devicelnfo.X_RDKCENTRAL-COM_RFC.Feature. TR069support.Enable
type: bool, value: true

root@RaspberryPi-Gateway:~# dmcli eRT getv Device.X_Comcast_com_ParentalControl. ManagedSites.Enable
CR component name is: eRT.com.cisco.spvtg.ccsp.CR
subsystem_prefix eRT.
getv from/to component(eRT.com.cisco.spvtg.ccsp.pam): Device.X_Comcast_com_ParentalControl.ManagedSites.Enable
Execution succeed.
Parameter 1 name: Device.X_Comcast_com_ParentalControl. ManagedSites.Enable
type: bool, value: false

root@RaspberryPi-Gateway:~# dmcli eRT getv Device.Devicelnfo.X_RDKCENTRAL-COM_RFC.Feature.PresenceDetect.Enable
CR component name is: eRT.com.cisco.spvtg.ccsp.CR
subsystem_prefix eRT.
getv from/to component(eRT.com.cisco.spvtg.ccsp.pam): Device.Devicelnfo.X_RDKCENTRAL-COM_RFC.Feature.PresenceDetect.Enable
Execution succeed.
Parameter 1 name: Device.Devicelnfo.X_RDKCENTRAL-COM_RFC.Feature.PresenceDetect.Enable
type: bool, value: false

® Xconf Server Ul Configuration
Change Application to stb in top right corner of the window.


https://xconf.rdkcentral.com:9092/featureControl/getSettings
http://eRT.com
http://eRT.com
http://eRT.com
http://eRT.com
http://eRT.com
http://eRT.com

l Onf Common~  Firmware~ DCM~  Telemetry »  Seftings «

[7¢]

Feature

ication

RFC+  Tools »+  Changes ~

admin [3
1/11/2021

sV @ 105801

Feature

Feature Rule

Test page

® Define the Feature
Flow : Xconf-Server -> RFC -> Feature ->Create
Feature Instance: <Unique Identifier>
Name: <Unique Identifier>
Config Data: < tr181 parameter with its new value>
Effective immediate: true
Enable: true

(%) https://xconf.rdkcentral.com:19093 /admin/ux

xo nf Common ~ Firmware ~ DCM ~
Edit Feature

Telemetry ~ Settings ~

Feature Instance | RPI_RDKB_RFC_TEST

Name = RPI_RDKB_RFC_TEST
Config Data:

O whitelisted

tr181.Device.Devicelnfo. X_F false

eature/edit/1faef3d5-3522-4a63-2981-051ac5fedb8c

A Gt @ B @

woin
Tools ~ Changes ~ 04/17/2023
st v [ 104914

Effective inmediate | true

Enable | tue

XConf oo
Edit Feature

Firmware - DCM ~ Telemetry « Settings ~

Feature Instance =~ RPI_deepika

Name | testing ricc

Config Data:

r181.Device. X_Comcast_cc true

r181.Device Devicelnfo. X_F true

[ whitelisted

(%) https://xconf.rdkcentral.com:19093/admin/ux/?#/feature/edit/35eb7f7b-82ea-4183-986-f11742bf38d7

AYs B v @ B @

Appiication admin [3
Tools - Changes ~ 04/17/2023
st ~ | O 104957

Effective immediate | true

Enable | true

* Define the Feature Rule
Flow: Xconf-server -> RFC -> Feature Rule -> Create
Name : <Unique Identifier>




Priority: 1

Feature : choose your RFC feature ( Previously created)
Rule : estbMacAddress IS <MAC Address>

OR

estblP IS <IP Address>

&) https://xconf.rdkcentral.com:19093/admin/ux/?#/featurerule/edit/b304838¢-862b-4c77-b543-b190a3772187?featureRules...

Q Y8 3|1 ]
‘Onf Common -  Fimware - DCM -  Telemelry - Seffings -  RFC -  Tools~  Changes ~ 0411772023

st | 10:50:40

Edit Feature Rule

Define properties

Name = RPI_RDKB_RFC_TEST Priority | 3

Features || RPI_RDKE_RFC_TEST

Rule

e 15 192 6522558
on ) | estliscaddess 18 E4SFOIFE134E
R\ e )
or ) | esip 18 15216822585
v J
o0) | swticsaums 13 ooreace s

ap ) or ) | O not [ v 2 )
A /

Cancel

® RFC- Test Page
Flow: Xconf-server -> RFC -> Test Page
Parameter : estbMacAddress IS <MAC Address>
OR
estblP IS <IP Address>

(31  https://xconf.rdkcentral.com:19093/admin/ux/?#/rfc/testpage A e s
Q
Test page
Parameters

® Verification through Curl command
Restart the rfc service: systemctl restart rfc.service
curl -i 'http://<IP>:19092/featureControl/getSettings?estbMacAddress=<MAC-Address>&model=RDKB_RPI’

Example :curl -i 'https://xconf.rdkcentral.com:19092/featureControl/getSettings?estbMacAddress=E4:5F:01:FB:13:4B&estbIP=192.168.225.58'


https://xconf.rdkcentral.com:19092/featureControl/getSettings?estbMacAddress=E4:5F:01:FB:13:4B&estbIP=192.168.225.58

® Once it is successful, rfc-parsed.txt will be created under /tmp directory.
® Configured data’s that are parsed to the client can be verified at /tmp/rfc_configdata.txt

® Verify with DM

® Verify the logs in /rdklogs/logs/dcmrfc.log file
Attaching the log file :  dcmrfc_log.txt

Firmware Upgradation for RPI using Xconf Server


https://wiki.rdkcentral.com/download/attachments/188515290/dcmrfc_log.txt?version=1&modificationDate=1681729268000&api=v2

® Introduction
The Firmware upgrade will upgrade higher or lower version of the current image in RPI target with the help of Xconf server and TFTP/HTTP

protocol.

® Pre-requisite
O Access to Raspberry Pi terminal.
© Locally installed HTTP/TFTP Server.
o Access to Xconf server from browser https://xconf.rdkcentral.com:19093/admin/

® TFTP Server Setup
STEP 1:
Install xinetd and tftpd-hpa application in your local PC to setup tftp server by using below command
sudo apt-get install xinetd
sudo apt-get install tftpd-hpa

STEP 2:
Create new folder ,for example "tfphome" in your PC home directory to maintain checksum file and upgrading image file.

elxsi@elxsi-virtualﬁox:~$
elxsi@elxsi-VirtualBox:~5%
elxsi@elxsi-VirtualBox:~$ mkdir tftphomelj

STEP 3:
Check tftp file is there or not in /etc/xinetd.d/ directory. if it is not there then create tftp file under this /etc/xinetd.d/ direcotry and add below content.

vi /etc/xinetd.d/tftp

service tftp

{

protocol =udp

port =69

socket_type =dgram

wait =yes

user =nobody

server = Jusr/sbinf/in.tftpd

server_args =-c -v -s /home/xyz/tftphome ( Give upgrading file and checksum file maintained directory )
disable =no

}

File : /etc/xinetd.d/tftp

ebxsi@elxsi-VirtualBox: ~
service
{
protocol
port
socket_type
walt
user

server

server_args
disable
1|

4



https://xconf.rdkcentral.com:9093/admin/

* Verify /etc/default/tftpd-hpa file content

vi letc/default/tftpd-hpa

# letc/default/tftpd-hpa

TFTP_USERNAME="tftp"

TFTP_DIRECTORY="/home/xyz/tftphome" ( Give upgrading file and checksum file maintained directory )
TFTP_ADDRESS="0.0.0.0:69"

TFTP_OPTIONS="--secure"

File: /etc/default/tftpd-hpa

elxsi@eldsi-VirtualBox: ~

TFTP_USERNAME=
TFTP_DIRECTORY=
TFTP_ADDRESS=
TFTP_OPTIONS=

STEP 5: Start tftp server and xinetd server using below commands.
sudo service tftpd-hpa restart
sudo /etc/init.d/xinetd restart

® Procedure for image flashing
© Have 2 different broadband images and copy to the linux machine
® Flash aimage to the SD card(SD card Minimum size should be 8GB)
for Morty version
sudo dd if=<image> of=/dev/sdb bs=4M
Example : $ sudo dd if=rdkb-generic-broadband-image_default_20190808132609.rootfs.rpi-sdimg of=/dev/sdb bs=1M
For dunfell version
bzip2 -d <image>
sudo -E bmaptool copy --nobmap <image> /dev/sdb
Example:
$ bzip2 -d rdk-generic-broadband-image-raspberrypi-rdk-broadband.wic.bz2
$ sudo -E bmaptool copy --nobmap rdk-generic-broadband-image-raspberrypi-rdk-broadband.wic /dev/sd

rdkb-generic-broadband-image_rdk-next_20211118174413. txt

ip2 -d rdkb-generic-broadband-image_rdk-next_26211118184569.rootfs.wic.bz2

118174413, rootfs.wic

sudo -E bmaptool copy --nobmap rdkb-generic-broadband-image_rdk-next_20211118184509.rootfs.wic [dev/sdb

[sudo] password for el
bmaptool: info: no bmap guen copy entire image to '/dev/sdb'
bmaptool: info: 166% copied

bmaptool: info: synchronizi

bmaptool: info: copying ti 2 opying speed 4.4 MiB/sec
elxsigelxsi-VirtualBox fir




® With another image
O Create checksum using the below command
md5sum "<imagefile_name>" > imagefile_name.txt

© Copy both (image as well as the checksum) to tftp server
for Ex:
md5sum "rdkb-generic-broadband-image_rdk-next_20211118174413.rootfs.wic" >rdkb-generic-broadband-image_rdk-

next_20211118174413.txt
cp -r rdkb-generic-broadband-image_rdk-next_20211118174413.rootfs.wic rdkb-generic-broadband-image_rdk-next_20211118174413.

txt /home/xyz/tftphome

TS L3 TS T ¥ IO w: (T CpTToTIe TSSOy Ty

rdkb-generic-broadband-image_rdk-next_26211118184569. rootfs.wic

4413 rootfs.wic" >rdkb-generic-broadband-image_rdk-next_2021111817441

broadband-image_rdk-next_20211118174413. tx
broadband-inage_rdk- 118184569, rootfs.wic

- rdkb-generic-broadband-inage_rdk-next_26211118174413. rootfs.wic rdkb-generic-broadband-inage_rdk-next_20211118174413.txt [home/elxsi/tftphone/

211118174413, txt

Xconf Server Ul Configurations

® Create Model
Flow: Xconf-Server ->Common ->Models
Give ID and Description to setup Model for your device and save that details in xconf server.

model/edit/ Q

# xconfrdkcentral.com:9093/

Py  admin [3

Ionf Common =  Fimware ~ DCM~  Telemetry~  Seftings~ RFC~ Tools~  Changes « 117202021
[ 06:40:54

Model

ld  RPI_RDKB_TEST

Description | Mac is B8:27-EB-22:16:3

® Create MAC List
Flow: Xconf-Server->Common->MAC Lists
After entered MAC Lists page press create button to add your device MAC detail and save the details.



@& xconf.rdkcentral.com:9093/admin/ux/#/namespacedlist/edit//CREATE/MAC_LIST

e o
Onf Common = Firmware = DCM - Telemetry = Settings ~ RFC - Tools = Changes ~ 11/20/2021

06:45:32
Add MAC List .

Name

RPI_RDKB_TEST

Data

B8:27:EB:22:16:34

Cancel

® Create Firmware config
Flow: Xconf-Server->Firmware->Firmware Configs
After entered Firmware Configs page press create button to add your device firmware configuration detail.
Give Description, File name, Version and select your model name and save the details in xconf server.
Description: <unique Identifier>
File Name :<Upgrading image name>
Version: <Upgrading image name without .rootfs.rpi.sdimg or .bz2.wic>
Model: <Model name configured under Common Tab>




@ xconf.rdkcentral.com:9093/admin/ux/#/firmwareconfig/edit/

pe s &
Onf Common ~ Firmware = DCM ~ Telemetry ~ Settings ~ RFC = Tools « Changes ~

11/20/2021
stb > 06:58:15

Firmware config

Description = RPI_RDKB_TEST
File name  rdkb-generic-broadband-image_rdk-next_20211118174413 rootfs wic

Veersion rdkb-generic-broadband-image_rdk-next_20211118174413

Models:

AH212 || ARMVT || ARRIS || AUSA-TEST || AX061AE! || COGMATION_BB || COGMATION_ENV | DEV |
DHA2332 || EMU-ENV || EMULATOR || EMULATOR1 || EMURDKV || ENV13 || FWUPG_DEMO || HP40A |
HPdDA-DE\.-’| HPd4H| HKMX-TEST| NEW'IEST] PF'_MODEL| PROD ﬂ 0AE|W| OAMODEL|
RDK-B | RDK-C_T| RDK-C_TEST | RDK—C_TEST1| RDK-C_TEST2 || RDK-V_TEST | RDK-V_TEST1|

RDK_B_HENI RDK_EROADEIANDI RDKEleABITI RDKB-RPI-TEST | RDKB-TECHSUMMITI RDKE_19|

ROKB_RP! || RDKB_RPI_5J || RDKB_TURRIS | RDKSERVICE_RPI_TEST || ROKV-RPI3 | | RDKV_IPSTB |

RDKV_RPI RDKVA| RPI || RPI-3 RPI-TEST| RPIO || RPI4-FIRMWARE RPI_BB| RPI_DEEPIKA

RPLMAK\ RPLROKBJELEMETRY| RPI_RD RPI_RDKM TDK-B| TOKB-TEST| TEST-12|

TESTCPE || TESTCPEFOR1212 || TESTENV || TESTENVFOR2222 || TESTENVFOR2285 || vA-7802 | [ VIP7802 |
XY2123| YS4000| ZXK-AH212 || ZZZ AH212

Value

® Create Firmware Rule
Flow: Xconf-Server->Firmware->Firmware Rules

After entered Firmware Rule page press create button to add your device firmware Rule detail.
Please Select a Template : <MAC_RULE>

Name : <Name difined during firmware configs creation>

Type : <MAC_RULE>

Build Conditions:eStbMac IN_LIST <List-ld> AND model is <Model_Name>

Firmware Config:<select the same name defined during configs creation>




& xconf.rdkcentral.com:9093/admin/ux/#/firmwarerule/add/RULE/

Application admin 3

l onf Common ~ Firmware ~ DCM ~ Telemetry - Settings ~ RFC - Tools ~ Changes ~ 1172002021
st ¥ 07:05:52

Add Firmware Rule

Please Select a Template
ENV_MODEL_RULE
HP44H-Template
IP_RULE
V_RULE
MAC_RULE
MIN_CHECK_RULE

zzz-RULE

@& xconf.rdkcentral.com:9093/admin/ux/#/firmwarerule/add/RULE/

Application admin [
Conf - v

Fimmware ~  DCM = elemetry ~  Seftings = RFC ~  Tools ~  Changes = 11/2012021
st e 07:05.52

Add Firmware Rule

PROFERTIES

Name = RPI_RDKB_TEST Type | MAC_RULE

BUILD CONDITIONS

eStoMac  IN_LIST RPI_RGI‘:B_'IESTJ

AND | OR not model IS ~ | RPI_RDKB_TEST +
2 y)

h condition in the rube
lug, then click Plus button 1o save that condition.
Note: Key value in condition can't be modified. It's not allowed to add new conditions

ACTION

Action Type = RULE
NoOp | false L]

Firmware Config _- w

¢ Edit Download Location Round Robin Filter
Flow: Xconf-server -> Firmware -> Download Location Filter -> Edit
After entered Download Location Filter page press Edit button to add your Download Location detail.




Location (FQDN) : <xconf.rdkcentral.com>
Location (full HTTP Location) : <https://xconf.rdkcentral.com/xconf/upload/>
TFTP :< Tftp server IPv4 and IPv6 Address>

& xconf.rdkcentral.com:9093/admin/ux/#/roundrobinfilter/edit

Application admin [3

Io nf Common - Firmware - DCM - Telemetry ~ Settings - RFC ~ Tools = Changes - . - 0230?;-05;
Download Location Round Robin Filter

HTTP

Location (FQDN) xconf. rdkcentral. com

Location (full HTTP locaiton) hitps:ixcont.rdkcentral.com/xconf/upload/

TFTR

IPv4 locations:

192.168.1.4 100 %

IPv6 locations:

feB0:-cdbe . ab64.8549.545b 100 ]

m Cancel

® Add TFTP location
An HTTP location will be returned by default to all devices. To enable tftp(If you have the download location of the firmware as tftp, then only you
need to setup this)as download location for a particular set of devices, we need to override it from firmware rules.
Flow : Xconf-server -> Firmware ->Firmware Rules -> Define Properties -> Create

I Onf Common - Firmware = DCM ~ Telemetry « Settings ~ RFC = Tools « Changes = 11/20/2021
sib v | O3 09:05:55

Firmware Rules s ExpontAll |+

Rule Actions (43 Define properties (13 Blocking Filters (0] Template: v
Name Rule Bypass Filters Properties
p il ri il
® Ah212_Firmware_rule_| eSibMac IS D4CFEO49ESCS ...rrmva. el oeation: 192.168.1.63 7 I
ocal_server ) firmwareDownloadProfocol: fitp
L
i firmwar ion: hitp:// )
@ FirmwareRule_AH212_ eStbMac 1S 02:00:00:00:0C-00 imwareLocation: http//192.168.43.16 7 &,
hitp_local_server ) 8
firmwareDownloadProtfocol: hitp &

® A page will be displayed with options to select the template. Select ' DOWNLOAD_LOCATION_FILTER’ from the list.


http://xconf.rdkcentral.com
https://xconf.rdkcentral.com/xconf/upload/

& xconf.rdkcentral.com:9093/admin/ux/#/firmwarerule/add/DEFINE_PROPERTIES/

Io nf Common ~  Firmware ~ DCM~  Telemelry ~  Seftings -  RFC

Add Firmware Rule

Please Select a Template

DOWNLOAD_LOCATION_FILTER

OT_IMMEDIATELY_FILTER

RPI_RDKB_TEST_new_rule

Tools = Changes ~ 11/20/2021

Application admin 3

sib v | O 09:07:27

® |n this 'firmware rule’ page with type 'DOWNLOAD_LOCATION_FILTER', we need to specify the ‘Build Conditions’ and ‘Action’ , The build
condition should be same as that we used to set rule actions(which will set rules for our intended devices). In ‘Properties’ option under ‘Action’,
add ‘firmwareDownloadProtocol’ as ‘tftp’, ‘firmwareLocation’ as ‘your tftp location IPV4 address’. This property will override the default value set

from ‘Download Round Robin location filter'.

#& xconf.rdkcentral.com:9093/admin/ux/#/firmwarerule/add/DEFINE_PROPERTIES/

s
Ionf Common= Fimwars+ DCM e« Tolemely »  Seffings = Changes - . > nm”;ff;l
Add Firmware Rule
PROPERTIES
Name  RP1_RDKB_TEST fimmiare Type | DOWNLOAD_LOCATION_FILTER

BUILD CONDITIONS

ACTION

Action Type ~ DEFINE_PROPERTIES

F
Bypass Filters pe—
Properties
Key Valug
ipviFimmwareLocation fe80. cobe a664 5549545054
* firmwareLocation 192.168.1.4
* firmwareDovmloadPrafocol Hip
- required field
[

ValidationTypes
STRING
STRING

STRING

[ J ]

® Note: Setting up IPV4 locations via ‘Download Location Round Robin Filter’ is not supported. This can be set only by the property

‘firmwareLocation' from the 'Define Properties' firmware rule page.

Just like we added tftp location and protocol here, we can also override the default value with http as well. For firmwareDownloadProtocol, add

'http' and for the ‘firmwareLocation’, add http location.

® Response example for https://{xconf-ip}:{port}/xconf/swu/stb?eStbMac={mac}. Here the ‘firmwareLocation' and ‘firmwareDownloadProtocol' are

overrided at 'Define Properties' firmware rule.

® The 'ipv6' addresses will be one of the addresses mentioned in the 'Download Filter' page . If you don't want "ipv6FirmwareLocation”, then don't
setup it in 'Define Properties' or in the 'Download location filter' pages and you will get only "firmwareLocation" in the response.



€« C & xconfrdkcentral.com:9092/xconf/swu/stb?eStbMac=B8:27:EB:22:16:36 2 W B &

{"firmwareDownloadProtocol": "tftp","firmwareFilename":"rdkb-generic-broadband-image_rdk-

next 20211118174413.rootfs.wic","firmwareLocation":"192.168.1.4","firmwareVersion":"rdkb-generic-
broadband-image_rdk-
next_20211118174413","ipv6FirmwarelLocation":"fe80::cd6e:a664:8549:545b/64", "rebootImmediately":false
, "mandatoryUpdate" :false}

® Verification of Firmware test page
Flow : Xconf-server -> Firmware -> Test Page
Parameters : eStbMac <MAC-Address>

@ xconfrdkcentral.com:9093/admin/ux/#/firmware/testpage

T 1 A E

Rl o R
Firmware Test page
Parameters

Erer contid parameners: e asiblle: or esvwimodel. Uiss fogghe near plus S to »ad precefined capabiltes (FCDL, mbootDecounied. supporisFulltpUd]. HiE Test with

Comntext

{CeStbbac™ B2 T EB-22 14 30" “apploatonType™ “sin"_Sme™ 200 1-11-20715:38:00 000" SpAddress™"1.1.1. 1" Smelone™UTCT

Matched Rule

type MAL_RLLE
e AF|_SOKS_TES
d DENTTA-35T 5l T 16 T3 Tad 207 7 2Hshad
Sladed P
v

Firmware Config

description RF_RDHE_TEST

] 2472400 T- - S0 BSR4 -dal Je D00 T
femearelowniosdProbocol o

femeareF dename: rdut=pananc-broadtand-rmage_rdicned_20211198 174413 roaths wic
TumeareVersion rdih=panaric-badband-mage_rdicned 202 11116174412
tebostirametulil s

supparindModalid: [RF_ROHE_TEST"]




® Client end Configurations and verification (in RPI)
Change the CLOUDURL URL in /etc/include.properties File
CLOUDURL=https://xconf.rdkcentral.com:19092/xconf/swu/stb?eStbMac=

® Change the Contents of /etc/dcm.properties File
LOG_SERVER=xconf.rdkcentral.com
DCM_LOG_SERVER=https://xconf.rdkcentral.com/xconf/logupload.php

DCM_LOG_SERVER_URL=https://xconf.rdkcentral.com:19092/loguploader/getSettings
DCM_SCP_SERVER=xconf.rdkcentral.com

DCM_LA_SERVER_URL=https://xconf.rdkcentral.com/xconf/logupload.php

® Change the TFTP address in /etc/device.properties


https://xconf.rdkcentral.com:9092/xconf/swu/stb?eStbMac=
http://xconf.rdkcentral.com
https://xconf.rdkcentral.com/xconf/logupload.php
https://xconf.rdkcentral.com:9092/loguploader/getSettings
http://xconf.rdkcentral.com
https://xconf.rdkcentral.com/xconf/logupload.php

DEVICE TYPE=broadband

BUILD TYPE=dev

MOCA INTERFACE=eth0

ETHEENET INTERFAC

BUILD VERSION=

MANUFACTURE=

LOG PATH=/rdkl:

CORE PATH=/mnt /memory/
ESS_RESTART_LOG=

MESH SUPPORTE alse

Hﬁ"’“ﬁFF DOCSI

BOX TYPE=rpi

AEM INTERFACE

MODEL EAHH—IL'

?-f-.T-‘_"Ji‘-"l Tff'“_“f“._-"..”' CE

.T-.TL’JH INTERF
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Jetc/devi

® Check the image version using “cat /version.txt”

E=eth(

ce.properties

Jdev/null

o L L
[}

[Modified]




&® 192.168.1.5 - PuTTY

o~

® Restart the service using below command
root@RaspberryPi-Gateway:~# systemctl restart swupdate.service
else reboot the board.
Note: For the 1st time board go for automatic reboot when we give restart of swupdate service and creates 2 more partitions in sd card.
® Check the response, xconf_curl_httpcode and swupdate log files under /rdklogs/logs/
® This log file contains the below details
service status, http code , MAC address , JSONSTR, cloud prototype (TFTP), cloud version , RPI version , Checksum ,Number of partitions
Device type, Active and Passive bank partitions ,Upgrade successful message.

® Sample Log

® root@RaspberryPi-Gateway:/rdklogs/logs#
root@RaspberryPi-Gateway:/rdklogs/logs# cat swupdate.log


http://RaspberryPi-Gateway/rdklogs/logs
http://RaspberryPi-Gateway/rdklogs/logs

Started executing swupdate_utility.sh and device type is :broadband

Main app & Triggering devicelnitiatedFWDnld.sh

URL_CMD: curl -w %{http_code} 'https://xconf.rdkcentral.com:9092/xconf/swu/stb?eStbMac=B8:27:EB:22:16:36' -o /tmp/cloudurl.
txt >> /tmp/cloudhttpresp.txt

No error in curl command and curl http code is:200

cloud version is rdkb-generic-broadband-image_rdk-next_20211118174413

RPI version is rdkb-generic-broadband-image_rdk-next_20211118184509

Active bank is:2

rpiimageModel in dev is :rdkb

cloudimageModel is :rdkb

no of parts is :4

active bank is 0 so fetch info from passive and partition is:2

rpipassivebankimageModel:

passivebankVersion:

since bank1 p3is broadband and pass bank is rdkv cloud is broadband check broadband version and upgrade if mismatches
check broadband versions and upgrade if mismatches !!

Device type is broadband !!

Image Upgrade During Bootup ..!

Main APP of devinitFWDNLD---

2021-11-22 07:15:14 version = rdkb-generic-broadband-image_rdk-next_20211118184509

2021-11-19 07:15:14 buildtype = dev

Mac in jsonstr:B8:27:EB:22:16:36&model=RPI&capabilities=RCDL&capabilities=supportsFullHttpUrl

2021-11-22 07:15:14 JSONSTR: B8:27:EB:22:16:36&model=RPI&capabilities=RCDL&capabilities=supportsFullHttpUrl
Trying to communicate with XCONF server

URL_CMD: curl -w %({http_code} 'https://xconf.rdkcentral.com:19092/xconf/swu/stb?eStbMac=B8:27:EB:22:16:
36&model=RPI&capabilities=RCDL&capabilities=supportsFullHttpUrl' -o /rdklogs/logs/response.txt >> /rdklogs/logs
Ixconf_curl_httpcode

Curl return code : 0

ret = 0, http_code: 200 for XCONF communication

2021-11-22 07:15:15 HTTP request success. Processing response..

OUTPUTL :

2021-11-22 07:15:16 cloudFWFile: rdkb-generic-broadband-image_rdk-next_20211118174413.rootfs.wic
2021-11-22 07:15:16 cloudFWLocation: 192.168.1.4

2021-11-22 07:15:16 cloudFWVersion: rdkb-generic-broadband-image_rdk-next_20211118174413
2021-11-22 07:15:16 cloudProto: tftp

2021-11-22 07:15:16 cloudimmediateRebootFlag: false

2021-11-22 07:15:16 myFWVersion = rdkb-generic-broadband-image_rdk-next_20211118184509
2021-11-22 07:15:16 myFWFile =

2021-11-22 07:15:16 lastDnldFile:

2021-11-22 07:15:16 cloudFWVersion: rdkb-generic-broadband-image_rdk-next_20211118174413
2021-11-22 07:15:16 cloudFWFile: rdkb-generic-broadband-image_rdk-next_20211118174413.rootfs.wic
Xconf image Check

Firmware versions are different myFWVersion : rdkb-generic-broadband-image_rdk-next_20211118184509 cloudFWVersion : rdkb-
generic-broadband-image_rdk-next_20211118174413

cloudFWLocation192.168.1.4

cloudfile :rdkb-generic-broadband-image_rdk-next_20211118174413.rootfs.wic

protocoll

2021-11-22 07:15:16 Starting Image Flashing ...

2021-11-22 07:15:16 Upgrade Server = 192.168.1.4

2021-11-22 07:15:16 Upgrade File = rdkb-generic-broadband-image_rdk-next_20211118174413.rootfs.wic
2021-11-22 07:15:16 Reboot Flag = 0

2021-11-22 07:15:16 Upgrade protocol =1

2021-11-22 07:15:16 PDRI Upgrade =

Checking available partition for bank switch and image upgrade...
Creating additional partition for storage area and box will go for reboot...
storage partition mmcblkOp4 is available
file system type check count partition p3is 0
Creating ext4 file system for partition mmcOblkp3...
Discarding device blocks: done
Creating filesystem with 524288 4k blocks and 131072 inodes
Filesystem UUID: 2fbcfc3a-6b84-48b0-al171-86dd13chbf82b
Superblock backups stored on blocks:

32768, 98304, 163840, 229376, 294912

Allocating group tables: done
Writing inode tables: done
Creating journal (16384 blocks): done
Writing superblocks and filesystem accounting information: done
file system type check count partition p4is 0
Creating ext4 file system for partition mmcOblkp4...
Discarding device blocks: done
Creating filesystem with 524288 4k blocks and 131072 inodes
Filesystem UUID: 1c2075c1-9de9-4fb0-b9ab-fOca277f54d7
Superblock backups stored on blocks:

32768, 98304, 163840, 229376, 294912


https://xconf.rdkcentral.com:9092/xconf/swu/stb?eStbMac=B8:27:EB:22:16:36
https://xconf.rdkcentral.com:9092/xconf/swu/stb?eStbMac=B8:27:EB:22:16:36&model=RPI&capabilities=RCDL&capabilities=supportsFullHttpUrl
https://xconf.rdkcentral.com:9092/xconf/swu/stb?eStbMac=B8:27:EB:22:16:36&model=RPI&capabilities=RCDL&capabilities=supportsFullHttpUrl

cloud protois :1

set IPtable rules for tftp !!

cloudfile is:rdkb-generic-broadband-image_rdk-next_20211118174413.rootfs.wic

cloudlocation is:192.168.1.4

Downloading already deployed checksum file from server rdkb-generic-broadband-image_rdk-next_20211118174413.rootfs.wic
tftp download checksum file

checksum file to download is rdkb-generic-broadband-image_rdk-next_20211118174413.txt

Downloading rdkb-generic-broadband-image_rdk-next_20211118174413.rootfs.wic ...

® Verify the tftp download is happening by noticing the change of file size using below command:
Is /extblock/tftpimage/imagedwnldls -sh (use this command frequently to verify the file size change)

® Once image download completed, the RPI board will auto reboot and come up with downloaded image.
® Once the board comes up, check the image loaded in the box using “cat /version.txt” command .1t will be upgraded with the image from xconf-
server.




®* NOTE : Every time need to flash the different images . Because, here they are using the bank switching approach (https://wiki.rdkcentral.com
/display/RDK/RDKB+RPI+Firmware+Upgrade+-+Design+-+2019+M7) where the images will be stored in the cloud.
So for the next time, when you try to flash the same image to SD card , the firmware upgrade will not happen . The reason is, it will check in the
bank (cloud — active and passive banks). If the image is already available in any one of the bank, then it will not go for image upgrade.

Sample Log:

After retries...No error in curl command and curl http code is:200

cloud version is rdkb-generic-broadband-image_rdk-next_20211118174413

RPI version is rdkb-generic-broadband-image_rdk-next_20211118174413
Active bank is:2

rpiimageModel in dev is :rdkb

cloudimageModel is :rdkb

no of parts is :4

active bank is 0 so fetch info from passive and partition is:2
rpipassivebankimageModel:rdkb
passivebankVersion:rdkb-generic-broadband-image_rdk-next_20211118174413
since both banks has broadband alone and cloud also has broadband-compare versions with cloud
atleast one bank matches broadband
root@RaspberryPi-Gateway:/rdklogs/logs# tail -f swupdate.log

RPI version is rdkb-generic-broadband-image_rdk-next_20211118174413
Active bank is:2

rpiimageModel in dev is :rdkb

cloudimageModel is :rdkb

no of parts is :4

active bank is 0 so fetch info from passive and partition is:2
rpipassivebankimageModel:rdkb
passivebankVersion:rdkb-generic-broadband-image_rdk-next_20211118174413
since both banks has broadband alone and cloud also has broadband-compare versions with cloud
atleast one bank matches broadband


https://wiki.rdkcentral.com/display/RDK/RDKB+RPI+Firmware+Upgrade+-+Design+-+2019+M7
https://wiki.rdkcentral.com/display/RDK/RDKB+RPI+Firmware+Upgrade+-+Design+-+2019+M7
http://RaspberryPi-Gateway/rdklogs/logs
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