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Introduction

Backup and Restore is a Troubleshooting feature developed for the WebUI considering RPi as the reference platform.
Its key features are as follows:
® Backup allows user to save all the existing User Settings in a form of tar file containing encrypted database files and download to their local PC.
® Restore allows the user to retrieve the user settings from the backup created earlier. The backed up file from local PC can be uploaded to the
server and the settings from the decrypted database files will be loaded to the WebUI.

Device will be rebooted after loading saved settings, to ensure the settings are applied.

These features are placed as a sub menu under the main menu Troubleshooting in WebUI.

XFmmY (Jo% ©nternet © Wi-Fi @MocA © Low Security | XFINTY (0% © internet © Wi-Fi © MoCA O Low Security
» Gateway Troubleshooting > Backup User Settings » Gateway Troubleshooting > Reset / Restore Gateway
» Connected » Connected
Devices Backup User Settings. fnofe Devices Reset or restore the Gateway. e
» Parental Control » Parental Control

» Advanced Backup User Settings » Advanced Reset / Restore Gateway
~Troubleshooting BACKUP  Press "Backup User Settings” to save current user settings. - Troubleshooting RESET Press "Reset” button to restart the gateway.

Loge All your current settings will be saved as a backup file In Loge

Jour local, RESET WI.FI MODULE  Press "Reset Wi-FI Module” to restart Just the WI-FI Module
Diagnostic Tools Dlagnostic Tools only.
Wi-F1 Spectrum Wi-F1 Spectrum RESET WI.FI ROUTER  Press “Reset WI-FI Router” to restart Wi-Fl and Router
Analyzer Analyzer oy
MoCA Dlagnostics MoCA:Dimostics RESTORE WI-FI SETTINGS  Press "Restore WI-FI Settings” to activate your Gateway
Bk Ueer Backup User Default Settings for WI-Fi only. Only your WE-FI settings will
Settings Settings be lost.
Reset/Restore Reset/Restore RESTORE FACTORY SETTINGS  Press “Restore Factory Settings” to activate your Gateway

atowa Gatewa
Gateway v Default Settings. All your previous settings will be lost.
Change Password Change Password
RESTORE USER SETTINGS Press "Restore User Settings™ to restore saved user

Bootchart Bootchart settings. All your current settings will be lost.

Xfinity.com Xfinity.com

Environment Setup

» Set-up Considerations

Backup and Restore functionalities are supported by a set of script files. Following are the mentioned script files:
ConfPhp
download_user_settings.php
upload_user_settings1.php
upload_user_settings2.php
backup_user_settings.php
backup_enc_key.php
ajax_at_saving_backup_key.php

These script files which are already present in the RDK build, will execute when the Backup and Restore buttons are clicked.

® Accessing the System



The User needs to login to the WebUI using <username> admin and <password> password (These are default username and password).
Once logged in, the following procedure has to be followed:

Backup: Under the main menu Troubleshooting, Backup User Settings sub menu is selected and Backup button is clicked. The user is

asked to enter a Secure key to encrypt the files. Once key is entered, a pop up to download the Current User settings in the form of a tar file
in Local PC.

Troubleshooting Backup User Settings Backup (button) Enter Secure key Click Save Pop up to Save Select Save .

Please check the following figure for reference:

Hiadmin + Logout

XFINITY (J0% ® Internet ® Wi-Fi © MoCA © Low Security
» Gateway Troubleshooting > Backup User Settings >
» Connected Backup

Devices
» Advanced

Enter secure key to backup files
- Troubleshooting
Secure key:
Logs
Diagnostic Tools: -

WI-FI Spectrum
Analyzer

MoCA Dlagnostics

Backup User
settings

Reset/Restore
Gateway

Change Password

Bootchart

Xfinity.com

Hiadmin « Logout » 1ge Password

XFINITY []0% @ internet @ Wi-Fi © MoCA © Low Security
» Gateway Troubleshooting > Backup User Settings
» Connected

Devices Backup User Settings. more

» Parental Control

» Advanced Backup User Settings

~ Troubleshooting BACKUP  Press "Backup User Settings” to save current user settings.
Logs All your eurrent settings will be saved as a backup file in

your local.
Dlagnostic Tools

[ ] Opening backup.tar -+ X
WI-FI Spectrum
Analyzer You have chosen to open:
MoCA Diagnostics | backup.tar

whichis: Tar archive (185 KB)

Backup User fFrom: http://192.168.2.31:8080
Settings

What should Firefox do with this file?
Reset/Restore

Gateway

Openwith | Archive Manager (default) v
Change Password Okavefile i o
Bootchart Do this automatically for files like this from now on.

cancel oK

Restore: Under the main menu Troubleshooting, Reset / Restore Gateway is selected and Restore User Settings button is clicked. The file
which needs to be uploaded has to be selected from local PC, the secure key previously used to encrypt the files should be entered to
decrypt the files and Restore is clicked to apply the settings.

Troubleshooting Reset / Restore Gateway Restore User Settings (button) Browse (To select the file from Local PC) Enter
Secure key to decrypt files Restore (button).

Please check the following figure for reference:



[} XFINITY - Mozilla Firefox -+ x
swora
XFINITY @ & 192.168.2.43:8080/upload _user_settings1.php e o = T“y
|_Browse... | Nofileselected.
Isecure ke
» Gateway v
» Connected |_Restore |
Devices e

» Parental Control

» Advanced .
~ Troubleshooting

Logs
Dlagnostic Tools

WI-FI Spectrum
Analyzer

MocA Diagnostics

Backup User

Settings be lost.
:eiwla store RESTORE FACTORY SETTINGS  Press "Restore Factory Settings” to activate your Gateway
ateway

Default Settings. All your previous settings will be lost.

Change Password
RESTORE USERSETTINGS  Press "Restore User Settings” to restore saved user

Bootchart settings. All your current settings will be lost.

Xfinity.com

-] shie s + x

(] File Upload [

XFINITY Te—
e ® Recent « @} dewms  Downloads
Broy IR hedbial |
secure G beme lane v size Modified
» Gateway B Desktop B teamviewer_14.3.4730_i386.deb 14.4MB  6Jun
» Connected | Resyy B Documents @) softethervpnclientv4.29.9678tm... S.5MB  1Jul
Devices s B backup(1).tar 188.4kB 25 Nov e
= S "2 backup.tar 194.0kB 15:55
+ Parental Control 33 Mesic

» Advanced Pictures .

+Troubleshooting @B Vvideos

Logs .
= + Other Locations
Diagnostic Tools

WI-FI Spectrum

Analyzer
MoCA Dlagnostics ]
Backup User — :  na—
Settings | % cancel || Bopen |
Resst/Restore RESTORE FACTORY SETTINGS  Press "Restore Factory Settings" to activate your Gateway

Gateway Default Settings. All your previous settings will be lost.

Change Password
RESTORE USER SETTINGS  Press "Restore User Settings” to restore saved user

Bootchart settings. All your current settings will be fost.

Xfinity.com

» System Work Flow
Once Backup is performed, the following path can be checked to ensure that backup has executed as expected.
In the RPi image /tmp/ folder can be checked if a backup file has been created "backup.tar"
In the Local PC Downloads/ folder can be checked for "backup.tar" file to be saved.

Please check the following figure for reference:



File Edit Tabs Help

dewmifpde.. M *devemS@.. X

] Downloads = + ™

File Edit View Bookmarks Go Tools Help

Fl € » 3 A 4@ /home/devwm5/Downloads ‘ aT |

Places - " “ I

@} Home Folder E

B Desktop backup.tar  softether- teamviewer_

@ Trashcan vpnclient-  14.3.4730_i3

B Applications v4.29-9678... 86.deb

B Documents

3 Music

9 Pictures

[ videos

< Downloads s [
3

3 items Free space: 87.6 GiB (Total: 97.9 GiB)

Once Restore is performed, the following path can be checked to ensure that Restore has been executed as expected.
In RPi image before automatic reboot, /var/tmp/ folder can be checked for backup.tar file to be present.
In RPi image, /nvram/syscfg.db or /nvram/bbhm_cur_cfg.xml file can be checked manually to confirm if the changes have been applied.
In WebUI, the changes in settings can be observed after reboot of device.

Please check the following figure for reference:

Filé Edit Tabi Help

davam e M tdevemSP.. N




» Exiting the System

Care should be taken that before Backup is performed, backup.tar file already existing in Download folder of Local PC has to be deleted or
renamed to avoid creation of duplicate file.

Please check the following figure for reference:

[~ Downloads = 4

File Edit View Bookmarks Go Tools Help
Fl € » » A @ /home/devwms/Downloads v

Places - “ “ H
4} Home Folder E

@ Desktop backup.tar backup(1).ta softether- teamviewer_
& Trash can r vpnclient-  14.3.4730_i3
& Applications v4.29-9678... 86.deb

B Documents

Jd Music

3 Pictures

Ml videos

< Downloads

4items Free space: 87.6 GiB (Total: 97.9 GiB)

Executing System

The Backup feature creates a tar file in the /tmp/ folder. This tar file contains all the necessary files like, bbhm_bak_cfg.xml, syscfg.db and
bbhm_cur_cfg.xml required for backing up all the user settings. The same tar file is downloaded to local PC.

The Restore feature copies the uploaded file temporarily to /var/tmp/ folder and restores all the settings from the tar file to the WebUI. The restore
changes can be observed in WebUI and the files in /nvram/ folder.

dewmS@de... X  devwmi@de... X | dewmS@de.. X | dewwmsmde... X  dewmS@de.. X | dewmsS@de.. X *spa

Backup Example:

The current settings show Managed Sites is Enabled.



Parental Control > Manage: X | + File Edit Tabs Help

) c R ® 192.168.2.104:8080/managed site - L n o

dewm5S@de... X

devwmS@de... X

Hi admin

XEINTY [Jo% © internet © Wi-Fi © MoCA © Low Security

fr m#
» Gateway Parental Control > Managed Sites

» Connected
Devices Manage access to specific websites by network devices.

- Parental Control

Managed Sites Managed Sites:

Managed Services
Managed Devices Blocked Sites
Reports

» Advanced

+» Troubleshooting

Xfinity.com

These settings will be saved in the encrypted backup files.
Restore Example:
In the current setting, Managed Sites is disabled.

Parental Control > Manage: X | + File Edit Tabs Help
<« (IS © 192.168.2.104:8080/m anaged_sites.ph w O < om

dewm5S@de... X dewmS@de... X

Hiadmin

XFINITY (o% ® internet ® wi-Fi © Moca O Low Security

» Gateway

» Connected
Devices

- Parental Control

Managea sites Disable

Managed Services
Managed Devices
Reports
» Advanced
Blocked Keywords

» Troubleshooting

Keyword

Trusted Computers

Computer Name Trusted

Xfinity.com

If User wants to load the backed up settings, Restore option is used and Managed sites will be Enabled in WebUI after device reboot.

Troubleshooting

e Error Messages

If restore is success, the following message will be displayed before automatic device reboot.



] Mozilla Firefox
_r

(7 192.168.2.43:8080/upload_user_settings2.php

Rebooting...

This page will automatically close in 5 seconds

In case of Error, one among the following will be displayed.

* backup file not selected:

XFINITY - Mozilla Firefox
QW =

G & 192.168.2.43:8080/upload_user_settings1.php

Please Select a file to Restore the Configuration!

* Empty secure key entered

(081 192.168.2.43:8080/upload_user_settings2.php

Mozilla Firefox
- Q% =

Please enter a valid secure key

Transferring data from 192.168.2.43...

* Invalid secure key entered



Mozilla Firefox
- =

G? & 192.168.2.43:8080/upload_user_settings2.php

Please check the secure key entered! Restore

failure

Transferring data from 192.168.2.43...

» Special Considerations
The backed up and restored files are by default named as backup.tar (if changed, will cause misbehavior in feature execution).

Support
Contact Organization Phone  Email Role
Rajkumar Narayanan = L&T Technology Service Ltd. = Nil rajkumar.narayanan@ltts.com = Program manager
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